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	Official Legal Name

	FraudIQ® Synthetic ID Alerts




	Overview Description

	FraudIQ® Synthetic ID Alerts can help protect your business from losses associated with synthetic identity fraud while minimizing false positives. The alerts are based on patent-pending algorithms that analyze attributes such as authorized user velocity and identity discrepancies to help determine if the identity presented is potentially synthetic.
FraudIQ® Synthetic ID Alerts analyzes potential synthetic ID behaviors revealed by reliable, multi-dimensional data sources, evaluating various patterns with advanced matching logic such as authorized user/credit abuse, ID discrepancies and fraud/ID manipulations.




	Benefits

	Reduce Fraud Charge-Offs
· Leverage more actionable insights while maintaining low false positive rates, getting efficient, real-time responses to suspicious user activity
     
Capture More Synthetic Identities with Artificial Intelligence
· Evaluate various patterns with advanced machine learning and AI-driven algorithms to identify structural and behavioral identity aspects and develop a set of high performing rules for synthetic ID detection

Assess Portfolio-Specific risk
· Analyze potential synthetic ID behaviors and patterns revealed by reliable, multi-dimensional data sources, better assessing portfolio-specific risk : Credit Card, Automotive, Communications/Utilities, 
Personal Loans




	Features

	· FraudIQ® Synthetic ID Alerts provides different approaches to solve the synthetic ID fraud problem.  
· Authorized User Velocity identifies suspicious primary “owners” by number of authorized users and flags anyone attempting to get credit that was associated with an owner
· Identity Discrepancies analyzes PII mismatches between primary owners and authorized users to identify suspicious behavior (e.g. anyone attempting to get credit that looks like a “non-family member”)
· Identity Confirmation & Behavior Analytics analyzes behaviors and confirms identity using a variety of proprietary data sources and industry-specific inquiry patterns

[bookmark: _Toc10102173][bookmark: _Toc16879701]Components and Outputs
Final Assessment Flag & Final Risk Assessment Level Indicator
· Final Assessment Flag is based on combination of all other flags/attributes including Authorized User Velocity, ID Discrepancy and ID Confirmation Behavior flags
· Final Risk Assessment Level of 0 to 5 is derived using these same components, with 5 reflecting highest potential risk for synthetic identity fraud 
· Final Assessment of “Yes” indicates consumer transaction is potentially suspicious for synthetic identity fraud and the Customer may want to exercise additional due diligence with respect to this transaction
· Final Assessment Flag & Final Risk Assessment Level are available with or without a credit report and the underlying logic for these outputs is the same for both scenarios

Authorized User Velocity & ID Discrepancy Flags  
· Based on authorized user abuse behaviors and identity discrepancy analysis
· Only available as separate flags if alerts are provided with a consumer or credit report
ID Confirmation/ Behavior Flag
· Analyzes behaviors and confirms identity using a variety of proprietary data sources and industry-specific rules
· Summary ID Confirmation/ Behavior Flag only available if provided with credit
· All supporting IDCB outputs/ indicators available if alerts are provided with or without credit
· Supporting IDCB flags:
· ID Confirmation & Shared Address flags - Based on analytics using property and demographic data sources to match against consumer applicant-provided PII
· SSN Flags - Based on validation of consumer’s SSN through use of various data sources
· Inquiry Flags - Based on analysis of industry-specific inquiry data – inquiry volume and variety of proprietary data sources




	Use Cases

	FraudIQ® Synthetic ID Alerts is for: 

· Account Opening: Verify identities and spot potential fraud to help lower account acquisition/opening and operational costs. Use to sort applications that trigger an alert into a manual review process. 
· Account Management: Protect against account takeover and other types of transactional fraud that can increase costs and impact reputation. Use as a “back book” or “clean up” append for a customer’s existing portfolios pinpoint those suspected accounts opened using synthetic identities.
· Debt Reclassification: Recognize, identify and reconcile fraudulent behaviors and patterns to help minimize losses and protect organizational reputation.  Use to help ensure the portfolio is properly classified (credit loss vs. operational loss).
· Prescreen: Generate quality leads by applying consumer insights to segmentation and acquisition strategies.  Use for list suppression to drop a record from the prescreen list.
Synthetic ID is a non-FCRA product so there is no consumer dispute/disclosure process required – this is based on the GLBA exception to the FCRA regulations.
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FraudIQ Synthetic ID Alerts outputs include a Synthetic ID Alert Final Assessment Flag & Final Risk Assessment Level plus multiple other flags and indicators.  Authorized User Velocity (AUV) and ID Discrepancy (IDD) Flags are based on authorized user abuse behaviors and identity discrepancy analysis and are only available as separate flags if the Alerts are provided with a consumer credit report.  ID Confirmation/Behavior (IDCB) Flag and Indicators analyze behaviors and confirm identity using a variety of proprietary data sources and industry-specific rules.  The Final Assessment Flag & Final Risk Assessment Level as well as the multiple flags and indicators supporting the IDCB Flag are available with or without a consumer credit report.
NOTE:  FraudIQ Synthetic ID Alerts is only available via the Consumer Credit Report API “With Credit” with a full credit report.

To access FraudIQ Synthetic ID Alerts through the Consumer Credit Report API, please follow the below steps:
1. Login to Portal and go to API Products tab.  Click on Consumer Credit Report API in 'Public Products' section of page.
2. From within Consumer Credit Report API page, click over to API Reference tab.  From this tab you can download the YAML file with complete specifications.  From within this YAML text file you will see a complete listing of all the optional offerings that can be called with the Consumer Credit file.  The comprehensive list of those products is as follows.  As you can see, at the bottom of this list is the '&' code that will be used in the request to call for the Fraud IQ Synthetic ID Alerts offering.
 optionalFeatureCode:
          description: >
            The optional features requested in the credit report.
            Please contact your Equifax Sales Associate for additional information and activation
            Optional feature code:
              - B: Military Lending Act with Credit Data
              - D: ON-LINE DIRECTORY or ON-LINE DIRECTORY w/Address
              - G: Dimensions Data
              - M: Return Risk-Based Pricing score information in the FICO and Model Segments
              - Q: Return Risk-Based Pricing score information in the FICO segment only
              - O: Equifax Model(s) that are set up as Default or Multiple returned
              - V: Enhanced Delinquency Alert System (EDAS) & FICO Score based on Equifax Data
              - X: FICO Score based on Equifax Data
              - Z: Enhanced Delinquency Alert System (EDAS)
              - &: FraudIQ Synthetic ID Alerts
3. While still on this page, scroll down further to the Sample Request and Sample Response area and once within click on the 'Expand All' link to see the comprehensive sample API request and response examples.
4. Near the very bottom of the sample request you will see where you would insert the optionalFeatureCode (inserting the '&' where the example shows the 'x').
5. Similarly, near the very bottom of the sample response you will see where the Synthetic ID Alerts outcome is inserted at the end of the message.
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	Object
	Field Name
	Description
	Required?
	Type
	Valid Values/Example

	
	memberNumber
	On boarded memberId – Unique customer identifier provided by Equifax Account services during customer onboarding 
	Yes
	String 
	example: 327CG12345

	
	identity
	Information of Consumer for which identity is being validated
	Yes
	Object
	

	identity
	firstName
	First Name 
	Yes
	String, 200
	John

	Identity
	middleName
	Middle Name 
	No
	String, 200
	Manthey

	Identity
	lastName
	Last Name 
	Yes
	String, 200
	Doe

	identity
	phone
	Phone Number
	No
	String, 10
	Format 10 digit numericexample: 5555555555

	Identity
	ssn
	Social Security Number
	Yes
	String, 9

	No formatting, could be full SSN or only last 4 digits, example: 666666666

	Identity
	dob
	Date of Birth
	No
	String, 8

	Format: YYYYMMDD
Example:
20171121

	identity
	email
	Email
	No
	String,  256
	John@gmail.com

	identity
	address
	Address
	Yes
	Object
	

	Address
	addressLine1
	Address Line 1
	Yes
	String,  300
	123 S Main St

	Address
	addressLine2
	Address Line 2
	No
	String
Max Length: 300
	Apt 3000

	Address
	city
	City
	Yes
	String
Max Length: 100
	Alpharetta

	Address
	state
	State
	Yes
	String,  100
	State can be spelled out or abbreviated, example: GA

	Address
	zip
	Zip
	Yes
	String,  10
	Both 5 and 5+4 digits for zip are supported, example: 30318
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{
  "consumers": {
    "name": [
      {
        "identifier": "current",
        "firstName": "SHEMICA",
        "lastName": "XXSHJF",
        "middleName": "FAYE",
        "suffix": "X"
      }
    ],
    "socialNum": [
      {
        "identifier": "current",
        "number": "666795307"
      }
    ],
    "dateOfBirth": "04281987",
    "addresses": [
      {
        "identifier": "current",
        "houseNumber": "7249",
        "streetName": "PAJJ ZAFW",
        "streetType": "LN",
        "apartmentNumber": "12",
        "city": "HUMBLE",
        "state": "TX",
        "zip": "77396"
      }
    ],
    "phoneNumbers": [
      {
        "identifier": "current",
        "number": "4585856325"
      }
    ],
    "employments": {
      "occupation": "VELLA",
      "employerName": "XYZ"
    }
  },
  "customerReferenceIdentifier": "JSON",
  "customerConfiguration": {
    "equifaxUSConsumerCreditReport": {
      "memberNumber": "999XX00000",
      "securityCode": "XXX",
      "codeDescriptionRequired": true,
      "models": [
        {
          "identifier": "02583"
        }
      ],
      "endUserInformation": {
        "endUsersName": "ALABASTER INC",
        "permissiblePurposeCode": "01"
      },
      "customerCode": "BQ81",
      "multipleReportIndicator": "F",
      "ECOAInquiryType": "Individual",
      "optionalFeatureCode": [
        "X"
      ],
      "pdfComboIndicator": "Y",
      "vendorIdentificationCode": "FI"
    }
  }
}

[bookmark: _Toc16879707] Responses
[bookmark: _Toc16879708]Successful Response Schema
	Object Name
	Field Name
	Description
	Type
	Valid Values/Example

	flags
	
	SyntheticId Output Flags
	Object
	

	Flags
	finalAssessment
	Final Assessment –   Y=Yes, N=No, U=Undetermined ‐ Final Synthetic ID Alert assessment will be Y if either AUV or IDD or IDCB Flags are Y; if there no hits on any data sources, then U.
	String
	Example – “Y”,”N”, “U”

	
	assessmentLevel
	Assessment Level –  0=Final Assessment Flag is not Y; If Final Flag is Y then 1=lowest fraud risk, 2, 3, 4, 5=highest fraud risk - Final Synthetic ID Alert assessment risk level is derived using AUV, IDD & IDCB flags, IDCB rules, and risky inquiry pattern counts. U= Undetermined.
	String
	Example – “0”,”1”,”2”,”3”,”4”,”5”,”U”

	
	auv
	Auv Flag (AUV) –  Y=Yes, N=No, U=Undetermined - Authorized User Velocity Flag will be Y if combination of # Authorized users & # Terminated users meets the defined criteria for the AUV Flag. – NOTE: this Flag is only available is Synth ID Alerts are provided “with credit”
	String
	Example – “Y”,”N”, “U”

	
	idDiscrepancy
	Id Discrepancy Flag (IDD) –  Y=Yes, N=No, U=Undetermined - Identity Discrepancy Flag will be Y if it meets the defined criteria for the current IDD attributes (based on patterns exhibited by synthetic fraudsters and identity mismatches between authorized users and primary account holders). - NOTE: this Flag is only available is Synth ID Alerts are provided “with credit”
	String
	Example – “Y”,”N”, “U”

	
	activeAuthUsers
	Number of Active Users –  Numeric integer - Number of Authorized Users is a count of active authorized users potentially associated with consumer.  U= Undetermined. - NOTE: this Count is only available is Synth ID Alerts are provided “with credit”
	String
0000-9999
	Example – “1”. This can be any Integer Value or “U”

	
	terminatedUsers
	No of Terminated Users –  Numeric integer - Number of Terminated Users is a count of terminated users potentially associated with consumer.  U= Undetermined. - NOTE: this Count is only available is Synth ID Alerts are provided “with credit”
	String
0000-9999
	Example – “0”
This can be any Integer value or “U”

	
	idcb
	ID Confirmation / Behaviour (IDCB) – Y=Yes, N=No, U=Undetermined - ID Confirmation/Behavior Flag will be Y if it meets the defined criteria for the current IDCB attributes (based on analysis of behaviors and identity confirmation using a variety of proprietary data sources and industry-specific rules). - NOTE: this Flag is only available is Synth ID Alerts are provided “with credit”
	String
	Example – “Y”,”N”,”U”

	
	sharedSSN
	Shared  Social Security Number Flag –  Y=Yes, N=No, U=Undetermined - Shared SSN (Name) Flag will be Y if SSN is found associated to more than one person.  Return if full 9 digit ssn available, taking the first record in case multiple record found; otherwise U.
	String
	Example – “Y”,”N”, “U”

	
	VerifiedSSN
	Verified Social Security Number Flag –  Y=Yes, N=No, U=Undetermined - SSN Verified Flag will be Y if the SSN is verified.  Return if full 9 digit ssn available, taking the first record in case multiple record found; otherwise U.
	String
	Example – “Y”,”N”, “U”

	
	invalidSSN
	Invalid Social Security Number Flag –  Y=Yes, N=No, U=Undetermined - Invalid SSN Flag will be Y if the SSN number is found contains obvious errors.  Return if full 9 digit ssn available, taking the first record in case multiple record found; otherwise U.
	String
	Example – “Y”,”N”, “U”

	
	sharedAddress
	Shared Address Flag –  Y=Yes, N=No, U=Undetermined - Shared Address Flag will be Y if the address is shared with too many credit consumers in most recent 3 months.
	String
	Example – “Y”,”N”, “U”

	
	identityConfirmation1
	Id Confirmation 1 Flag –  Y=Yes, N=No, U =Undetermined ‐ Identity Confirmation Flag 1 will be Y if consumer Applicant's name matches to property owner; Flag will be N if Applicant's name does not match to property owner; Flag will be U if address is not found to be a consumer owned property.
	String
	Example – “Y”,”N”, “U”

	
	identityConfirmation2
	Id Confirmation 2 Flag –  Y=Yes, N=No, U =Undetermined ‐ Identity Confirmation Flag 2 will be Y if consumer Applicant's name is consistent to household information to the address; Flag will be N if Applicant's name is not consistent to household information to the address;  Flag will be U if Applicant's address is not found in secondary Equifax data source.
	String
	Example – “Y”,”N”, “U”

	
	inquiry
	Inquiry Flag –  Y=Yes, N=No, U=Undetermined - Inquiry Flag will be Y if risky inquiry patterns related to credit monitoring checks are detected.
	String
	Example – “Y”,”N”, “U”

	
	deathMasterHit
	Death Master Hit Flag –  Y=Yes, N=No, U =Undetermined - Death Master Hit Flag will be Y if the SSN is found in the SSA Death Master File; U if SSN is not provided in consumer Applicant PII input.
	String
	Example – “Y”,”N”, “U”

	
	disclaimer
	Disclaimer
	String
	Disclaimer as per Equifax Legal Agreement.
"disclaimer":"[SYNTHETIC ID ALERT] indicator is for identity fraud risk alert purposes only and is not to be used for determining an the eligibility of an individual for any credit or any other FCRA permissible purpose. Client shall use the [SYNTHETIC ID ALERT] exclusively within their own organization for the purpose of identity fraud prevention. Accordingly, Client will not use an alert or warning message from the [SYNTHETIC ID ALERT] system in its decision-making process for denying credit, but will use the message as an indication that the identity and personally identifiable information of the consumer should be independently verified to form a reasonable belief that it knows the true identity of the consumer. Client understands that the information supplied by [SYNTHETIC ID ALERT] may or may not apply to the consumer who has applied to Client for credit, service, dealings, or other financial transactions. Client also understands and agrees that data from the [SYNTHETIC ID ALERT] system is proprietary to Equifax and shall not be used as a component of any database or file built or maintained by Client. The use of such data shall be limited to the specific transaction for which the [SYNTHETIC ID ALERT] message is provided. Equifax may, by written notice to Client, immediately terminate the agreement for service or suspend the [SYNTHETIC ID ALERT] service if Equifax has a reasonable belief that Client has violated the terms of this disclaimer or the agreement for service."
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Example response for a successful response schema. 
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{
  "status": "completed",
  "consumers": {
    "equifaxUSConsumerCreditReport": [
      {
        "identifier": "Individual Report 1",
        "customerReferenceNumber": "JSON",
        "customerNumber": "999XX00000",
        "consumerReferralCode": "300",
        "multipleReportIndicator": "F",
        "ECOAInquiryType": "I",
        "hitCode": {
          "code": "1",
          "description": "Hit"
        },
Skip down to end of Response for Synthetic ID Alerts outputs…
},
          "fraudIQSyntheticIDV2Alerts": {
            "nonRegulatedIdentifier": "NR",
            "hitNohitIndicator": "1",
            "syntheticIdVer2": "{\"billingProdCode\":\"SYA\",\"flags\":{\"finalAssessment\":\"N\",\"assessmentLevel\":\"0\",\"auv\":\"N\",\"idDiscrepancy\":\"N\",\"activeAuthUsers\":\"0\",\"terminatedUsers\":\"0\",\"idcb\":\"N\",\"sharedSsn\":\"Y\",\"verifieSsn\":\"Y\",\"invalidSsn\":\"Y\",\"sharedAddress\":\"N\",\"identityConfirmation1\":\"N\",\"identityConfirmation2\":\"N\",\"inquiry\":\"N\",\"deathMasterHit\":\"N\"},\"disclaimer\":\"[SYNTHETIC ID ALERT] indicator is for identity fraud risk alert purposes only and is not to be used for determining the eligibility of an individual for any credit or any other FCRA permissible purpose. Client shall use the [SYNTHETIC ID ALERT] exclusively within their own organization for the purpose of identity fraud prevention. Accordingly, Client will not use an alert or warning message from the [SYNTHETIC ID ALERT] system in its decision-making process for denying credit, but will use the message as an indication that the identity and personally identifiable information of the consumer should be independently verified to form a reasonable belief that it knows the true identity of the consumer. Client understands that the information supplied by [SYNTHETIC ID ALERT] may or may not apply to the consumer who has applied to Client for credit, service, dealings, or other financial transactions. Client also understands and agrees that data from the [SYNTHETIC ID ALERT] system is proprietary to Equifax and shall not be used as a component of any database or file built or maintained by Client. The use of such data shall be limited to the specific transaction for which the [SYNTHETIC ID ALERT] message is provided. Equifax may, by written notice to Client, immediately terminate the agreement for service or suspend the [SYNTHETIC ID ALERT] service if Equifax has a reasonable belief that Client has violated the terms of this disclaimer or the agreement for service.\",\"transactionId\":\"ACROD8FA9413F2689FA2\",\"statusCode\":\"000\",\"statusMsg\":\"Success\"}"
          }
        }
      }
    ]
  },
  "links": [
    {
      "identifier": "Individual Report 1",
      "type": "GET",
      "href": "/business/consumer-credit/v1/reports/credit-report/676e3685-87d8-9a08-0404-0e497fce27a6"
    }
  ]
}
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For status codes that do not reflect successful responses, the code and which fields are returned are described in the table below. 
	Errors
	Scenarios
	Status Code
	Status Message
	Http Status Code
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	Client ID is not configured
	99
	Unable to process the request. Please contact the Equifax Service Desk (ESD). The Equifax Service Desk provides support 24x7x365 and can be reached by calling 1-888-407-0359
	401

	
	Invalid member number
	401
	Unable to process the request. Please contact the Equifax Service Desk (ESD). The Equifax Service Desk provides support 24x7x365 and can be reached by calling 1-888-407-0359
	401

	
	Invalid Industry Type (Synthetic 2 Rules Category)
	101
	Unable to process the request. Please contact the Equifax Service Desk (ESD). The Equifax Service Desk provides support 24x7x365 and can be reached by calling 1-888-407-0359-[efx-client-correlation-id]
	400

	
	Invalid Query 
	102
	Unable to process the request. Please contact the Equifax Service Desk (ESD). The Equifax Service Desk provides support 24x7x365 and can be reached by calling 1-888-407-0359-[efx-client-correlation-id]
	400

	
	Invalid Delivery Channel 
	103
	Unable to process the request. Please contact the Equifax Service Desk (ESD). The Equifax Service Desk provides support 24x7x365 and can be reached by calling 1-888-407-0359-[efx-client-correlation-id]
	400

	
	Invalid SSN
	104
	Unable to process the request. Please contact the Equifax Service Desk (ESD). The Equifax Service Desk provides support 24x7x365 and can be reached by calling 1-888-407-0359-[efx-client-correlation-id]
	400

	
	Invalid Transaction Timestamp
	105
	Unable to process the request. Please contact the Equifax Service Desk (ESD). The Equifax Service Desk provides support 24x7x365 and can be reached by calling 1-888-407-0359-[efx-client-correlation-id]
	400

	
	Invalid DOB( YYYYMMDD)
	106 
	Unable to process the request. Please contact the Equifax Service Desk (ESD). The Equifax Service Desk provides support 24x7x365 and can be reached by calling 1-888-407-0359-[efx-client-correlation-id]
	400

	
	Mobilenumber(Should be with number)
	107
	Unable to process the request. Please contact the Equifax Service Desk (ESD). The Equifax Service Desk provides support 24x7x365 and can be reached by calling 1-888-407-0359-[efx-client-correlation-id]
	400
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	1. SyntheticID is down
2. SyntheticID is not accessible
	N/A
	Service not available
	503

	
	Config service is down or not available
	500
	System Error
	500

	
	Service Exception (Product)
	400
	Unable to process the request. Please contact the Equifax Service Desk (ESD). The Equifax Service Desk provides support 24x7x365 and can be reached by calling 1-888-407-0359-[efx-client-correlation-id]
	400

	
	All data services are down or not available and Full SSN is not provided in the request
	500
	Data not available
	500
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