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Welcome!
Thank you for joining our 
webinar. Stay tuned for 

more from Equifax!

Questions?
Please enter your questions 

in the chat box on your 
screen at any point during 

the presentation. 

Recording
This webinar is being 

recorded. You will receive an 
email with a link to view the 

recording.

Thanks for Joining Our Webinar
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The information provided herein is intended as general guidance and is not intended to convey specific tax or 
legal advice. For a legal opinion, please consult your lawyer.

This presentation is intended for the education and benefit of our customers and potential customers. This 
webinar cannot be shared with third parties.

The views expressed are those of the discussion leader(s) and do not necessarily reflect official positions of 
Equifax.

Copyright © 2025, Equifax Inc., Atlanta, Georgia. All rights reserved. Equifax is a registered trademark of 
Equifax Inc.

To Keep Our Lawyers Happy

Investor analysts should direct inquiries via the ‘Contact 
Us’ box on the Investor Relations section at 
Equifax.com. 
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Your Subject Matter Experts Today

Ryan Frillman
Chief Information Security Officer
Equifax Workforce Solutions

Adam Higgins
Vice President of Data Privacy
Equifax, Inc. 

Robert Johnstone 
Senior Partner Marketing Manager
Equifax Workforce Solutions
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Today, we’re talking about…

Security Trends

AI Governance and Use Case

AI Risk Management

Best Practices for Background Screeners 

1
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Security at Our Core

Protecting sensitive data is paramount. 
Our dedication to industry-leading security 
measures is unwavering. We invest heavily 
in robust infrastructure and advanced 
protocols to safeguard your information 
and maintain your trust.
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Source: 2024 Equifax Security Report

https://assets.equifax.com/assets/equifax-2024-security-annual-report.pdf?utm_source=on24&utm_medium=webinar&utm_campaign=ews_es_screeners_palooza_webinar_2025_tv___&utm_term=&utm_content=resource_widget


The Evolving Threat 
Landscape: Security Trends
Supply Chain Attack Velocity

● Increased in frequency and sophistication
● Fueled by reliance on interconnected systems

Zero Day Vulnerabilities and Infrastructure Exploits
● Criminals leveraged newly found flaws 
● Many firms struggled to patch quickly enough 

Ransomware Evolution 
● Operators refined multi-stage attacks, halting 

operations, stealing data, using double or triple 
extortion techniques

Credential Theft + AI-Driven Social Engineering
● AI-based impersonations. E.g., deep fake voices, 

realistic phishing, and targeted social engineering
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Leveraging artificial intelligence to optimize operations while 
protecting against its threats

AI as a Competitive Advantage:  
By leveraging machine learning algorithms across our environments, we can analyze vast amounts of data, detect malicious 
behaviors, and provide organizations with enhanced protection against cyberattacks.  Cybersecurity tasks can be automated to 
effectively scale our ability to respond to attacks and allow human analysts to focus on more complex tasks.

Enhanced Threat Detection: AI systems are 
ideal for identifying patterns and realizing 
indicators of compromise in 
near real-time. 

Security Automation: Automated response 
can be used to quarantine infected 
systems, block malicious traffic, or take 
actions in real time. 

Heightened Visibility: AI can be used to 
ingest, normalize and enrich data to 
determine exposure, risks, and help triage 
remediations efforts. 

AI as an Emerging Threat: 
AI is expected to significantly increase the volume and heighten the impact of cyber attacks. AI provides an immediate uplift to 
reconnaissance and social engineering capabilities, making them more effective and harder to detect.  AI will significantly lower 
the barrier for hackers to carry out effective attacks. 
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AI Risk Management
We adopted the National Institute of Standards and Technology (NIST) AI Risk 
Management Framework (“NIST AI Framework”) as the foundation for managing AI risks 
across our company. 

• Complements our NIST-aligned Security and Privacy Controls Framework.

• Helps us define actionable requirements for managing AI risks. 

We established AI Controls and Operational Requirements to integrate the NIST AI 
Framework into our business operations. 

• We mapped these AI Controls and Operational Requirements to our overall 
Compliance Control Framework. 

• Help ensure we meet regulatory requirements for our use of AI systems and 
establish a unified set of requirements across the Company. 

To implement our AI Controls and Operational Requirements

• We published a global AI Policy

• We leverage existing governance and oversight processes and Standard 
Operating Procedures to address the risks associated with using AI, further 
supporting end-to-end governance and oversight. 

AI Policy

Standard Operating Procedures

AI 
Controls 

& Operating 
Requirements
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AI Governance
Equifax has established an AI Governance Program to help ensure it is meeting its obligations for using AI 
Systems appropriately, responsibly, and in compliance with applicable laws and regulations.
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Enabling comprehensive AI Governance

→ Company-wide view of 
use cases

→ Enable collaboration 
and synergy

→ Reduce risk 
through standard 
Risk Rating Matrix 

→ View of AI Systems, 
Models, Agents, and 
Applications that 
leverage AI

→ Crosswalk between use 
cases and Systems

→ Enable enterprise-wide 
view to support 
external positions and 
internal alignment

→ Technical Standards for 
secure development

→ Non-technical Standards 
for legal and compliance 
considerations

→ Business-friendly 
and efficient, focus 
on innovation

Use Case 
Review

Inventory Development 
Standards
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Use Case: I-9 Conversion Project Utilizing AI
60X increase in capacity

• 100% of forms required 
human intervention

• Processing capacity = 65K / month

• 2% manual & 98% fully automated 
form processing

• Processing capacity = 4M / month  
[60X increase in capacity]

Key Challenges
• Processing backlog requires 

more resources
• Suboptimal customer experience

Previous process New AI-based process

Additional Benefits
• Better customer experience
• Reduces time to process
• Improved accuracy
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What we’ve learned about AI

Scope 
of oversight

AI driven solutions imply a drastic change in how we as business leaders 
think and act about managing a digital workforce (humans + machines).

Efficiency Machines work 5 to 10 times faster than humans, 24x7, enabling significant 
acceleration of cycle times for execution. 

Scaling/
speed

Improving response time to demand fluctuations by quickly deploying 
additional instances of AI driven automations enables ops leaders to react 
faster and maximize results.

Continuous 
improvement

Evolving from RPA to cognitive to ML/AI to Gen AI provides the opportunity 
to refocus process improvement efforts and accelerate business results. 

Talent/
culture 

Changing our mindset to hire for digital affinity and human strengths 
(creativity, judgement) and upskill and train our people helps the organization 
deal with natural resistance and evolve a new culture around AI.
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Prioritizing Culture, Talent and Outreach

Culture
We are a product of 
our culture  

Enhance our Security Scorecard 
with dynamic behaviors to better 
equip our workforce

Expand our real-life simulations 
leveraging AI capabilities

Extend our Training and Awareness 
capabilities to partners and regulators.

Talent 
Our Success has been 
built on Talent

Develop and implement strategies to 
acquire and retain the right talent 
to ensure seamless succession. 

Invest in upskilling, reskilling, and cross 
training to fill talent gaps and create 
a more versatile workforce.  

Identify repetitive tasks and extend 
automation enabling workforce to 
focus on higher priorities.

Outreach 
The Security industry 
is stronger together

Create a formal channel to distribute 
security related best practice content 
on a global basis. 

Share narrative on how AI will become an 
integral part of our cybersecurity and risk 
management solutions.

Open-source Threat Condition Framework 
and template for security leaders on what 
to report to their Board. 

Maintaining industry leadership in security



Best Practices for Background 
Screening Companies
Cultivating a Security-First Culture: Encourage 
them to adopt a similar mindset. Suggest practical 
steps they can take.

Internal Training: Expand security training to 
include AI-driven threats like deepfake voices and 
sophisticated phishing.

Forging Partnerships: Security is a collaborative 
effort, so partner with vendors who are transparent 
about their security practices.

Building Trust and Leadership: By prioritizing a 
strong security culture and investing in your talent, 
you can build an unshakeable reputation as a 
trusted partner in background screening.
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Partner Success Network

Partner Resource Center
Our enhanced Partner Resource Center provides our  

screening partners with easy access to marketing tools, 
industry insights, and personalized support to help boost 

their sales and better present our data solutions.

3,500+ 
Subscribers

Screener’s Digest Newsletter
Monthly background screening expertise, news, product 

updates, and exclusive resources from Equifax to help keep 
you informed and ahead of the curve.

Request Access Subscribe

Data Education Blog Series
This new series explores how various information sources 
and a more centralized data approach can help enhance 

candidate profiles, enabling background screeners to 
provide more efficient and insightful verifications to clients.

Start Reading

100+ 
Active Users

Your Partner for Smarter Screening

New and Existing Subscribers will gain access to an 
exclusive Screener’s Palooza Recap Guide!

Equifax provides our background screening partners with marketing and product expertise and 
support, helping enable mutual growth and greater partner success.

https://equifaxpartnercenter.channeltivity.com/RequestAccess
https://ewsdatahub.equifax.com/screeners-digest-subscribers
https://totalverify.equifax.com/blog/all-blogs/-/post/decoding-background-checks-the-critical-role-of-data
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Q & A 
Have a question 
for one of our 
panelists? 

Enter it in the 
chat now!
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Next Steps

Complete the survey 
through the webinar 
console

Want to talk to someone about 
your Background Screening 
processes? Click on the “Want to 
Get In Touch” button on your 
webinar console or contact us at:

totalverify.equifax.com/sales/#

Subscribe to Screener’s Digest for 
updates:

1 2 3SURVEY CONTACT CONNECT

Activity ID: 
25-XMCGZ


