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What is Secure FTP?

Secure FTP (File Transfer Protocol) is the simplest way to exchange files over the Internet or a private network.  Secure FTP is a software standard for transferring computer files between machines of different types and operating systems.  Different versions of Secure FTP are used depending on the security needs of the client.

Equifax Workforce Solutions issues a new PGP Public Key in January and July.  Workforce Solutions recommends PGP or GPG encryption to protect your confidential data during transmission and during data at rest. The key can be downloaded at:  www.theworknumber.com/pgp

Secure FTP Transfers TO Equifax Workforce Solutions
Workforce Solutions provides two primary methods of receiving files over the internet utilizing standardized secure FTP methods including standard FTP/S over TLS (128bit encryption) and SFTP secure shell (SSH-2).  While Workforce Solutions cannot recommend specific tools or technology for our clients to use on their systems to support SFTP, many off-the-shelf packages are both secure and easy to use.  A few available tools in the marketplace are OpenSSH, OpenVPN, and vsftp.  Listed below are a few examples.  
· Licensed FTP Client Software examples are IP Switch (www.ipswitch.com) and SmartFTP (www.smartftp.com).  
· Freeware FTP Client Software examples are FTP Voyager (www.solarwinds.com), Filezilla (www.filezilla-project.com) and CoreFTP (www.coreftp.com).  
Encryption Methods:
1. Workforce Solutions supplied PGP key
1. Workforce Solutions recommends PGP or GPG encryption to protect your confidential data during transmission and during data at rest.  
1. WinZip AES 256 with static password
1. 
Secure FTP/S (TLS)
· 12.10.115.204 or sftp.theworknumber.com using ftp client software.  No Web Browser.
· IP address: 12.10.115.204
· Connect on port 990
· TLS Implicit Encryption
· PASV (Passive) Connection ports 2000-2010




Secure SFTP (SSH)
· 12.104.201.52 or sshftp.talx.com using ftp client software.  No Web Browser.  
· IP address: 12.104.201.52
· Connect on port 22
· SSH-2 (Secure Shell)
· Can use password or SSH Key authentication.

Secure FTP Transfers FROM  Equifax Workforce Solutions
Workforce Solutions provides three primary methods of transferring outbound files over the internet.  The two automated methods utilize standardized secure FTP including standard FTP/S over TLS (128bit encryption) and SFTP secure shell (SSH-2).  The third manual method is Secure Encrypted Email. All outbound data files from Workforce Solutions will be encrypted.  
Encryption Methods:
· Client supplied PGP or GPG public key
· WinZip AES 256 with 32 character password
· Voltage Secure Email

Secure FTP/S (TLS)
· 12.10.115.204 or sftp.theworknumber.com using ftp client software.  No Web Browser.
· IP address: 12.10.115.204
· Connect on port 990
· TLS Implicit Encryption
· PASV (Passive) Connection ports 2000-2010

Secure SFTP (SSH)
· 12.104.201.52 or sshftp.talx.com using ftp client software.  No Web Browser.  
· IP address: 12.104.201.52
· Connect on port 22
· SSH-2 (Secure Shell)
· Can use password or SSH Key authentication.

Voltage Secure Email
· Identity-Based Encryption (IBE)
· Supports protocols TLS, S/MIME and PGP 
· Compatible with all email clients
Additional Transmission Information:
FTP/S (Secure)
· Operates on ports 989 & 990
· Shields users from variations in file storage systems and operating systems of hosts
· Transfers data reliably and efficiently
· Username, password and data are securely transmitted using the same  encryption security used by secure web pages such as https://www.theworknumber.com through TLS (Transport Layer Security) 128bit encryption
· Cannot be accessed using a web browser


Explicit Security: In order to establish the TLS link, explicit security requires that the secure FTP client issue a specific command to the secure FTP server after establishing a connection. The default secure FTP server port is used. This formal method is documented in RFC 2228.
Implicit Security: Implicit security automatically begins with an TLS connection as soon as the secure FTP client connects to a secure FTP server. In implicit security, the FTP server defines a specific port for the client (990) to be used for secure connections. 

SFTP (Secure)
· Operates on port 22
· Shields users from variations in file storage systems and operating systems of hosts
· Transfers data reliably and efficiently
· Username, password and data are securely transmitted using SSH-2 (Secure Shell protocol version 2) encryption.
· Cannot be accessed using a web browser.
· Accounts are established as username/password, username/client ssh key or username/password/client ssh key.
Transfer types 
[bookmark: _GoBack]While transferring data two modes can be used - Equifax Workforce Solutions prefers a binary transmission.  
1. ASCII mode 
2. Binary mode 
The two types differ from the way they send the data.  When secure FTP sends a file using an ASCII-type transfer, it sends the individual letters, numbers and characters. The machine receiving the data then saves it in a text file in the appropriate format (a Windows machine saves it in Windows format, a Unix machine saves it in a Unix format, a Macintosh saves it in a Mac format, etc…). When ASCII transfer is used the text is transferred in the receiving computer format.  A plain text file should be sent in ASCII mode.
Sending a binary file is different. The sending machine looks at every bit, and sends exactly the bits it sees no matter what the data is.  A .zip or PGP file should be sent in Binary mode.                                                                                                                         Why is this distinction important? Because when secure FTP transfers an ASCII file, it makes sure that the machine reading the file can put it in a format that can be used on that machine. But when it transfers a binary file it is exactly the way it was on the originating system.
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