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Introduction

Purpose

The purpose of this document is to inform external business partners on how to properly
create OpenPGP keys to adequately secure sensitive data that is to be exchanged with Equifax.
This Technical Information Form (TIF) should serve as a point of reference for official key
creation/rotation documentation that Equifax would leverage for secure data exchange. As
cryptography standards are updated, this document is subject to change to align with industry
best practices.

Objectives & Scope

The objective of this document is to enhance the data security levels according to the latest
industry standards . To ensure PGP keys are compatible with Equifax services, client PGP keys
need to be equipped with certain elements such as key validity, sub-key validity, streamlining
the ciphers, etc.

The scope of this document is to demonstrate how to set up PGP keys locally with all the
necessary features so they meet industry best practices as well as Equifax services. The steps
documented below include the generation of a PGP key with all the required elements,
removal of unnecessary elements, validating the final key meets requirements, and export key
to send to Equifax.
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Recommended GPG Tools

gpg (GnuPG) 2.3.8

libgerypt 1.10.1

Copyright (C) 2021 Free Software Foundation, Inc.

https://anupg.org/ for latest releases (GnuPG version 2.4.0 is latest as of Dec 2022)
Before you perform the steps below you need the GhnuPG command line tool. Normally
you don't need administrator permissions to install the GnuPG tool. If required
administrator permissions you need to check with your system administrator.

Browse into https://gnupg.org/download/index.html and download the latest version of
gnupg-w32-2.4.0_20221216.exe file. Install the .exe file.

Installation steps:
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https://gnupg.org/
https://gnupg.org/download/index.html

Installer Language

iy Please select a language.

English / English

0K

Cancel

{71 GMU Privacy Guard Setup

GnuPG

Welcome to the installation of
GnuPG

GNUPG is the mostly used software for mail and data
encryption. GnuPG can be used to encrypt data and to
create digital signatures. GnuPG indudes an advanced key
management fadlity and is compliant with the OpenPGP
Internet standard as described in RFC-4880,

Click Mext to continue.

This is GnuPG version 2.4.0,
File version: 2.4.0.49237
Release date: 2022-12-16
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&9 GMNU Privacy Guard Setup _ %

ﬁ License Agreement
2 G n u P This software is licensed under the terms of the GMU General

Public License (GMU GPL).

Press Page Down to see the rest of the agreement.

GMLU GEMERAL PUBLIC LICEMSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <htips: //fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The GMU General Public License is a free, copyleft license for W

In short: You are allowed to run this software for any purpose. You may distribute it as long
as you give the recipients the same rights you have received.

Mullsoft Install Svstem w3, 04-1

< Back || Mext = || Cancel

{57 GNU Privacy Guard Setup — W
D Choose Components

a G n U P G Choose which features of GMU Privacy Guard you want to install.

Check the companents you want to install and unchedk the companents you don't want to
install. Click Install to start the installation.

. BT EESEE— Description
Select components to install: CruPe
Paosition your mouse

over a component bo
seg jts descripkion,

Space reguired; 16.0 MB

Fullsoft Inskall System «3.04-1

< Back |I Install | | Cancel
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{71 GMU Privacy Guard Setup —

D Installing
a G n u P G Please wait while GNU Privacy Guard is being installed.

Extract: README. t«t... 100%

Show details

rullsoft Install System w3, 04-1

< Back Mext = Cancel

l::j GMU Privacy Guard Setup _

Completing GNU Privacy Guard
Setup

GMU Privacy Guard has been installed on your computer,

Click Finish to dose Setup.

Show the README file

GnuPG

Click here to s2e how to help the GnuPG Project

< Back Cancel

After installation you need to go to the CMD (command line) and go to the GnuPG installation
directory. Example: C:\XXX\XXXX\GnuPG\bin

Page 7 of 18



Set Capabilities

ATL100000812789:Downloads nxf28$ gpg —--full-generate-key ——expert
gpg (GnuPG) 2.3.8; Copyright (C) 2021 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

Please select what kind of key you want:
(1) RSA and RSA
(2) DSA and Elgamal
(3) DSA (sign only)
(4) RSA (sign only)
(7) DSA (set your own capabilities)
(8) RSA (set your own capabilities)
(9) ECC (sign and encrypt) *xdefault*
(1@) ECC (sign only)
(11) ECC (set your own capabilities)
(13) Existing key
(14) Existing key from card
Your selection? 8

Possible actions for this RSA key: Sign Certify Encrypt Authenticate
Current allowed actions: Sign Certify Encrypt

(S) Toggle the sign capability

(E) Toggle the encrypt capability

(A) Toggle the authenticate capability
(Q) Finished

Your selection? s

Possible actions for this RSA key: Sign Certify Encrypt Authenticate
Current allowed actions: Certify Encrypt

(S) Toggle the sign capability

(E) Toggle the encrypt capability

(A) Toggle the authenticate capability
(Q) Finished

Your selection? e

Possible actions for this RSA key: Sign Certify Encrypt Authenticate
Current allowed actions: Certify

(S) Toggle the sign capability

(E) Toggle the encrypt capability

(A) Toggle the authenticate capability
(Q) Finished

Your selection? q
RSA keys may be between 1024 and 4096 bits long.
What keysize do you want? (3072) 4096
Requested keysize is 4096 bits
Please specify how long the key should be valid.
@ = key does not expire
key expires in n days
<n>w key expires in n weeks
<n>m key expires in n months
<n>y = key expires in n years
Key is valid for? (o) fi

<n>
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Key is valid for? (@) 2y
Key expires at Fri Feb 21 17:42:37 2025 EST
Is this correct? (y/N) y

GnuPG needs to construct a user ID to identify your key.

Real name: Your Name
Email address: yourEmail@domain.com
Comment: Any Comment, Optional
You selected this USER-ID:
"Your Name (Any Comment, Optional) <yourEmail@domain.com>"

Change (N)ame, (C)omment, (E)mail or (0)kay/(Q)uit? O

We need to generate a lot of random bytes. It is a good idea to perform

some other action (type on the keyboard, move the mouse, utilize the

disks) during the prime generation; this gives the random number

generator a better chance to gain enough entropy.

gpg: revocation certificate stored as '/Users/nxf20/.gnupg/openpgp-revocs.d/5EF44FEOED848AD@B87763A665E1F69BAEBSS 42
public and secret key created and signed.

pub  rsak@96 2023-02-22 [C] [expires: 2025-02-21]
SEF44LFEGED84BADO887763A665E1F69BOEAB5942
uid Your Name (Any Comment, Optional) <yourEmail@domain.com>
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Sign Only (Optional)

[ATL100000812789:Downloads nxf20$ gpg ——edit-key S5EF44FE@QED848ADO887763A665E1F69BOER8S5942
gpg (GnuPG) 2.3.8; Copyright (C) 2821 Free Software Foundation, Inc.

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Secret key is available.

sec rsa4096/65E1F69BOEG85942
created: 2023-02-22 expires: 2025-82-21 usage: C
trust: ultimate validity: ultimate
[ultimate] (1). Your Name (Any Comment, Optional) <yourEmail@domain.com>

[gpg> addkey
Please select what kind of key you want:
(3) DSA (sign only)
(4) RSA (sign only)
(5) Elgamal (encrypt only)
(6) RSA (encrypt only)
(10) ECC (sign only)
(12) ECC (encrypt only)
(14) Existing key from card
[Your selection? 4
RSA keys may be between 1024 and 4096 bits long.
[What keysize do you want? (3072) 4096
Requested keysize is 4096 bits
Please specify how long the key should be valid.
@ = key does not expire
<n> = key expires in n days
<n>w = key expires in n weeks
<n>m = key expires in n months
<n>y = key expires in n years
[Key is valid for? (@) 2y
Key expires at Fri Feb 21 17:45:01 2825 EST
[Is this correct? (y/N) y
[Really create? (y/N) y
We need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.

sec rsa4096/65E1F69BOEG85942
created: 2023-02-22 expires: 2025-82-21 usage: C
trust: ultimate validity: ultimate
ssb rsa4096/0819694D6PAESA70Q
created: 2023-02-22 expires: 2025-02-21 usage: S
[ultimate] (1). Your Name (Any Comment, Optional) <yourEmail@domain.com>
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Encrypt Only

[gpg> addkey
Please select what kind of key you want:
(3) DSA (sign only)
(4) RSA (sign only)
(5) Elgamal (encrypt only)
(6) RSA (encrypt only)
(18) ECC (sign only)
(12) ECC (encrypt only)
(14) Existing key from card
[Your selection? 6
RSA keys may be between 1024 and 4096 bits long.
[What keysize do you want? (3072) 4096
Requested keysize is 4096 bits
Please specify how long the key should be valid.
@ = key does not expire
<n> = key expires in n days
<n>w = key expires in n weeks
<n>m = key expires in n months
<n>y = key expires in n years
[Key is valid for? (@) 2y
Key expires at Fri Feb 21 17:46:82 2025 EST
[Is this correct? (y/N) y
[Really create? (y/N) y
We need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.

sec rsa4@96/65E1F69BREA85942
created: 2023-02-22 expires: 2025-82-21 usage: C
trust: ultimate validity: ultimate
ssb rsa4096/06819694D6OAESA70O
created: 2023-02-22 expires: 2025-82-21 usage: S
ssb rsa4@96/DBEBFE1800QF517F6
created: 2023-02-22 expires: 2025-82-21 usage: E
[ultimate] (1). Your Name (Any Comment, Optional) <yourEmail@domain.com>

Page 11 0f 18



Key Preferences

- Prerequisite step is to run:

gpg —edit-keys <KEYID of YOURKEY>

[gpg> setpref SHA512 SHA384 SHA256 AES256 AES192 AES ZLIB BZIP2 ZIP Uncompressed
Set preference list to:

Cipher: AES256, AES192, AES, 3DES

AEAD:

Digest: SHA512, SHA384, SHA256, SHA1

Compression: ZLIB, BZIP2, ZIP, Uncompressed

Features: MDC, Keyserver no-modify
[Really update the preferences? (y/N) y

sec rsa4096/65E1F69BOEB85942
created: 2023-82-22 expires: 2025-82-21 usage: C
trust: ultimate validity: ultimate

ssb rsa4096/0819694D6OAEBA70

created: 2023-92-22 expires: 2025-82-21 usage: S
ssb rsa4@96/DBEBFE180OF517F6
created: 20823-82-22 expires: 2025-82-21 usage: E
[ultimate] (1). Your Name (Any Comment, Optional) <yourEmail@domain.com>

[gpg> showpref
[ultimate] (1). Your Name (Any Comment, Optional) <yourEmail@®domain.com>
Cipher: AES256, AES192, AES, 3DES
AEAD:
Digest: SHA512, SHA384, SHA256, SHA1
Compression: ZLIB, BZIP2, ZIP, Uncompressed
Features: MDC, Keyserver no-modify

[gpg> save

**NOTE 3DES and SHA1 cannot be removed but they will not be used since they are last in the
preferences list
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OPTIONAL STEPS:

Revocation Cert

ATL100000812789:Downloads nxf20$ gpg —-output revocationPGP --gen-revoke 5EF44FE@ED848AD0887763A665E1F69BOEA85942
sec rsa4096/65E1F69BOEA85942 2023-02-22 Your Name (Any Comment, Optional) <yourEmail@domain.com>

reate a revocation certificate for this key? (y/N) y
Please select the reason for the revocation:
= No reason specified
Key has been compromised
Key is superseded
Key is no longer used
Cancel
(Probably you want to select 1 here)
our decision? 1
Enter an optional description; end it with an empty line:
b Optional

Reason for revocation: Key has been compromised
Optional

Is this okay? (y/N) y

ASCII armored output forced.

Revocation certificate created.

Please move it to a medium which you can hide away; if Mallory gets

access to this certificate he can use it to make your key unusable.

It is smart to print this certificate and store it away, just in case

our media become unreadable. But have some caution: The print system of
our machine might store the data and make it available to others!
ATL100000812789:Downloads nxf20$ cat revocationPGP

---—BEGIN PGP PUBLIC KEY BLOCK

omment: This is a revocation certificate

iQI+BCABCAAOFiEEXVRP402EitCId20mZeH2mw4IWUIFAMP2nMIKHQJIPCcHRpb25h
bAAKCRB14fabDghZQptbEACoeJGDcXONPLCahmJ+Dm+Q6IozRgyxn/jLDI3HNLs1
Xq4K7x5m5tIsJI8EQ9/fIgclLZs7UhMibDOINCjMy5fBI81pZ60fsCLx7WhCiebH
lur/f20Ji8oilRwa5eiByXuimufQOfI3fC6RHFGQIUqK4A9QU7guPdPcfn5xk7ZE
X41eNhaQxjG/304tKTfA3H7Ar+z4vPZ6vSb+HBQA920w@jWOBUP/964v28B0obdg
iU6+YSe82HMCRpT1J2hR2BAsz5vnRb90LrzUgailq//t23RPAUON1S74dcTdnAUW
nkik7G/633cSs4+CpQLF2SINX017mnWEQ6NTU+gRVIbCoON/PtVvTROE/vagqlNgt]
PuW6ia70J1LmDXS1tOVuqgCémvYLc6VAgUgj/WK6aoRQ50TauerbTC6BPtKKD4bQW
RbBmXyrxGsizTzFrbiIh8e+Dk1H@SKr0/L/0oYLbSNOCpW4BINSCbW3Pwc4H6270
iktq411ME10001mPUgKUKUYUkaoZnKBwOWaCy7K@09UBR30+dMknqCIFtSIAgin
qv4azh/3e00DTbrZ4c3TXoOWGEK/bMiSiBijhRQfaqpMzx89sgp914jdFCI4ujY+
BAL1zToBiRC3ZbbGT/aQS66/xF7qokN1s33W40SUFIY6zdF6HYq@6]KDOWrC+Xth

—————————————————————————— CREATE KEY - - - —————

gpg —--full-generate-key --expert

Please select what kind of key you want: 8

Possible actions for a RSA key: <toggle off s and e> <g to finish>
What keysize do you want? <key size, 4096 recommended>
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Please specify how long the key should be valid. <select desired
expiration, 2y recommended>

Real name: <enter desired user name, will be used to build userid>
Email address: <enter desired e-mail, will be used to build userid>
Comment: <enter desired comment> <O to finish>

———————— EDIT KEY (add sub keys and set preferences) --—-———-——--
gpg --edit-key <KEYID>

addkey

Please select what kind of key you want: 4

What keysize do you want? <key size, 4096 recommended>

Key 1s valid for? <select desired expiration, 2y recommended>
Is this correct? y

Really create? y

addkey

Please select what kind of key you want: 6

What keysize do you want? <key size, 4096 recommended>

Key is valid for? <select desired expiration, 2y recommended>
Is this correct? y

Really create? y

setpref SHAS512 SHA384 SHA256 AES256 AES192 AES ZLIB BZIP2 ZIP Uncompressed
Really update the preferences? y

save

gpg --output <DESIRED FILE NAME> --gen-revoke <KEY ID>

Create a revocation certificate for this key? y

Please select the reason for the revocation: 1

Enter an optional description; end it with an empty line: <desired
comment, blank recommended>

Is this okay? vy

———————————— BACKUP KEYS !!!'I!ITTISTORE SECURELY OFFLINE!!!!II11!
gpg --export-secret-keys --armor <KEY ID> > <DESIRED FILE NAME>
gpg --export --armor <KEY ID> > <DESIRED FILE NAME>

—————————————————————— REMOVE CERTIFICATION PRIVATE KEY
mkdir -p tmp/gpg

gpg --export-secret-subkeys <KEY ID> > tmp/gpg/subkeys
gpg --delete-secret-key <KEY ID>

Delete this key from the keyring? vy

This is a secret key! - really delete? y
gpg —-—-import tmp/gpg/subkeys
rm -Rf tmp
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————————————————— EXPORT PUBLIC AND PRIVATE PEM ——-—-————-——————————
gpg —--armor --output <DESIRED FILE NAME> --export <KEY ID>
gpg —--—armor —--output <DESIRED FILE NAME> --export-secret-keys <KEY ID>

Backup PGP

ATL100000812789:Downloads nxf20$ gpg —-export-secret-keys —-armor S5EF44FEQED848ADO887763A665E1F69BOER85942 backPGP

1QdGBGP2mnkBEADEg/F2+1MnI3zyD0OOpXQ7JVxgDAWFdrCw+MggP+1NKsqDjs70n
kTo2Ay6UzYnoWdF@3hoVaws5mGSavvEXL5cG4c0IfVGyi3NdgxqrICdscyfh3nVva
ecEoDLLh/JLjXqtd3AuiM2wWmixQDOkaSos2GciMeNuQgbOE6yp]jtX7Zpo60ebSZ
NMy+6C3jq4wuCVNX01TQzzPBf/QEwqp4YPfA+VapDv9Gt3YNSASMaCB4SLMpwSJuk
OMGa@EyyYMVppphkk701cmaWIk5tNUJqoDs/vgilgeH8B7nqh7zZwDL5PXsu6JKw
e2LeQkpEIhlnks79mhY/w3HG17xBTzA+Magqga3ImobnaDGQURXQP5ujys/XtE+PW
pBEp+1gjbRWGrfnHfOtS0eNy3Q//8XuWscr+GrMGdE@JjrAwrYRCUP7g2UfGUHXy
38hCThtPYbbgkWLFjG1l+1u+AQlsPzvYtpbB122B1eWmLEGkOb9rVFUBPaod7HT®@n
PL7W5HBrbP1KuHvXxWf4dGnt@/BNZ9vv2EhceFdFNVVRetAM1AQt4UGXIfH43sk5F
fmW2ag+ANw1BiIVbpd+K8Dt0@41+E9SRVUUIMERNEFi@RD0O1G/zLCH/ vvimmEXTuK
61QFVgKtYmo/qALrfDL3GONCAcIxg75ndGolZnPWzFGvmpXnWrtc@Dc2MwARAQAB
/gcDAi23yf+h5tp98+S1K03HedIqCbFTjjuZAz1dpa@W8IqDINF+eXnbeE2viDmR
+RJIwe7iGRnC23HJok7q/BqaJZHCaqJGUCILsPWkttgfvVQmAM1T3reBZ2CIN/ows
NIXgI60WARGWtprjzulyU2DVI5aVHUctJ2gQYNMOydhVC3bqlvOT1ZMdY5Xselvm
d96dOP1Fib7DfR1pQ8CU/1otiJcIpfYtUNk+mlwIiuYQ5rfz12Yy/rtyCjgLx3QI
L2C8Q2w+i3UjEJ/72+Gt5J1sEFfkOtML7TLahYST105/yNnVzF90VgaPCZTjHsN5e
Jam9V7gHebtmssbeJdxai9+kCU7DVFBGpXXHYa31RLmxzJsYG2mYUdNbBBVpjUopj
unghWyaR5ZwzoPJfPQVycY2dH44s1PJI5tNXWd1Em+67uDTv7zR1FnwvRn1lqTZheF
msmjJVYEe4d63zWRYg1lrj1kQQBZQvwil3hrSR5hBdmmwtB64DdLRsiUEMCBUK7BxX
+k5acwKjmxst@FsdcZ0Khw@QxEw9gbqckIGFQprZeqjDNL3BrwN81bPG6Eowz8wo
ZWOEy1i35E1VOP2LrrYglyR3xHiD56eju+3f8k2265HoWzEmMOKPJI1QuenUolnpTM
Wefé+mq+0y/ZsYUiYD2azfmrZcDeiQKLn8f1bKQp1Y9/D7PecC80or62Ca2fZh3TR
bfM3JS@dR54RiKV4QDhpL0197R7JIYgPryluqjUEUveBkd65A/iIKiAoh2p7izNwk
T1trUF7d+VrghLUWQW4Kbjz@Y19XyB+KJI31cfhuZcOsTYVEW9hZ071yLfEHiRbRC
S1cLfK4FTT/fVF/fwyEwzOvUn49TEjuMnbxIHBtKIK8hewaeYofuI2Pv2kXDgbK7
yZ0a33JQgXccyejHwQ7w40S21ntd2QzLi6év25FaUh/wbIH7XSGyhvxAPOfcshbx5
aQt8c1qzZUZGadmguJIX@P1S1djvpfj6LES+uj283yumcsklqcuC31fbZEYyJFr/jué
MS4k/uRVqG98ywUnQ/KdzBBr8a+SgFu32ImGFztI18E/jz0uVh2ceoF93ZpDz1bW
KZQVz2SQkBazlhm/Hz@s57bhna4+sDsTa@Nkj5xP1/r8CjgChXiKCvKTq8J8+6Vb
KgqWFBpbBuWcG4YXj7n2zcE1xMEUUTr6/sNO7/z1YkF9n1RwP+nA@kiyEm50kXrrkR
hsKA1DgX@mLmma3+Tc310DIrmSr01e@5Tf1zQPDDDAtM/uC9006qX2ILbNUhfPH+
KYZnTqaoa7s66SCnkPI5P2TrTQOWiS1GIcIhopifowLyM6kfgCZPp7ixTPOZIAY9
MmDgrm@t8YGVT8xRrth8fDAsulUMIkrOownnsduJdZek30jrQKG1SqAKUXn8qL1XFT
5WmcFDRFxfgQxXtmHFCQSv5q6T51GwpIppLQgVpYhDyUGC3F7NONI+GqMPNVzils
1WENuNTMijRkai8t3RGt+nGVVWIbph@Jwtp3Koz075wgptYIWMAPEZDI1HWI0Q0S
n069ItK9n4Fa7YibZ1IvWNs1GGKvVOWVRK1W1pMUpPLQVCFn@BbJ/AbtDjEcNCcQRP
hB+xPvelvP+/Y+Y9EtYCop3ci96+fOHHI7mitZ9FAutYR1FMX1ra@cvAH1g@CaGq
MU@/gGNFS2hFTU17MwdToPJITANB7tFdsuljkAhzAwq9y8wlTdR70FfRTy9Y1eHMN
dabuNXWB/tcMht9c80n702qBuzYo5VkZ3cvCc4YhtMMtn+Pe4DxAQEUOOF1vdXIg
TmFtZSAoQW55IENVbW11bnQsIE9wdGlvbmFsKSA8eW91ckVtYW1sQGRvbWFpbi5j
b20+iQJISBBMBCAA8AhsBBQkDwmcAAheAFiEEXVRP402EitCId20mZeH2mw4IWUIF
AmP2m80ECwkIBWQVCgkIBRYCAWEAAh4FAA0JEGXh9psOCF1C8BwWP/0wZ5Hgqh9J4
5YjEOVUU3RX/2SF2pxVKa9wiFrYwnehI@oz5VxalDrma9+W+3yAXbffyS310uU+y
3EFXRrLPrFzjoSL6zkBePEB4bRHEYVOHSKkmrxo1RK1KXD11zg92Ln1Npg510hWwp
bZBuQM@JIbWKwhcksbDfugJHtABdmeu9z3BaWHtS7Ut3DQ1Rg9ZrxqiZnCfpN2y+F
BGOFjG3u701pbZWmgg@S4Y7cv@auRUAsS34E+DaghJGObOctBr+MFzLSubFW6z6D
LbK4bCdHcw7Xs4EIUDKKV8fuXR/iBMOEVTiiHLrsN+MkziA8bHbsZcrr@AIqUssk
2aScOceefEQYkX2D1YHDFjQMCmL+LR2Wwtfbl690aWvq5uz57aVCRSgqEZ8asqHN
1DJu0Q4VyMéeeqgyDS/2HizyDFTCkdW7dEEOZOeSDBiB29d6LrR2ag1lMQW7+Elop
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Remove the master/primary key

ATL100008812789:Downloads nxf20% gpg ——export-secret-subkeys SEF44FEQED84BADB887763A665E1IF69BOEBSS5942 > tmp/gpg/subkeys
ATL1P0008812789:Downloads nxf20% gpg ——delete-secret-key SEF44FEBED848ADO887763A665E1F69BOEASS942

gpg (GnuPG) 2.3.8; Copyright (C) 2821 Free Software Foundation, Inc.

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

sec rsa4B96/65E1F69BBEBBS942 2023-02-22 Your Name (Any Comment, Optional) <yourEmail@domain.com>

Delete this key from the keyring? (y/N) y
This is a secret key! — really delete? (y/N) y

ATL10808080812789:Downloads nxf28% gpg —--import tmp/gpg/subkeys

gpg: key 65E1F69BBEB85942: "Your Mame (Any Comment, Optional) <yourEmail@domain.com>" not changed
gpg: To migrate 'secring.gpg', with each smartcard, run: gpg --card-status

gpg: key 65E1F469BBE@8B5942: secret key imported

gpg: Total number processed: 1

gpg: unchanged: 1

gpg: secret keys read: 1

gpg: secret keys imported: 1

ATL1P00eB812789:Downloads nxf20% rm -Rf tmp

ATL1P8PPB812789:Downloads nxf20%
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Command to export and then send to EFX

NOTE: It is Recommended (but optional) to removing master/primary for security reasons (see
previous section for instructions)

[ATL100000812789:Downloads nxf20$ gpg —--armor —--output sendToEFXPGP --export S5EF44FE@ED848ADO887763A665E1F69BOER85942
[ATL100000812789:Downloads nxf20$ cat sendToEFXPGP

mQINBGP2mnkBEADEgQ/F2+1MnI3zyDOOpXQ7JIVxgDAWFdrCw+MqgP+1NKsqDjs70n
kTo2Ayé6UzYnoWdF@3hoVaws5mGSavvEXL5¢cG4c@IfVGyi3NdgxqrICdscyfh3nVa
ecEoDLLh/JLjXqtd3AuiM2wWmixQDOkaSos2Gc1MeNuQgbOE6ypjtX7Zpoé@ebSZ
NMy+6CJjq4wuCVNX@1TQzzPBf/QEwqp4YPTA+VapDv9Gt3YN8ASMaCB4SLMpwSJuk
OMGalEyyYMVppphkk701cmaWIk5tNUJqoDs/vgilgeH8B7ngh7zZwDL5PXsu6JKw
e2LeQkpEIhlnks79mhY/w3HG17xBTzA+Magga3ImobnaDGQURxQP5ujys/XtE+PW
pBEp+1gjbRWGrfnHf@tS0eNy3Q//8XuWscr+GrMGdEQJIj rAwrYRCUP7g2UfGUHxXY
38hCThtPYbbgkWLFjG1l+1u+AQlsPzvYtpbB122B1eWmLEGkOb9rVFUBPaod7HT@ON
PL7W5HBrbP1KuHvXxWf4dGnt@/BNZ9vv2EhceFdFNVVRetAM1AQt4UGXIfH43sk5F
fmwW2ag+ANw1BiIVbpd+K8Dt@41+E9SRVUUIM5RNEFiORD01G/zLCH/vvimmEXTuK
61QFVgKtYmo/qALrfDL3GONCAcIxg75ndGolZnPWzFGvmpXnWrtc@Dc2MwARAQAB
tDhZb3VyIE5hbWUgKEFueSBDb21tZW50LCBPcHRpb25hbCkgPH1vdXJFbWFpbEBk
b21haW4uY29tPokCUgQTAQgAPAIbAQUIA8INAAIXgBYhBF70T+DthIrQiHdjpmXh
9psOCF1CBQJIj9pvKBAsICACEFQoIJCAUWAgMBAAIeBQAKCRB14fabDghZQvAcD/9M
GeR4KofSeOWIXD1VFNOV/9khdgcVSmvcIha2MI30SNKM+VcWtQ65mvflvt8gF233
8kt9TrlPstxBcUayz6xc46Ei+s5AXjxAeGORXGL/ROpIq8aNUStS1w9Zc4PdissT
aauddIVsKW2QbkDNCW1isIXJILGW370CR7QAXZnrvcIwWlh7UulLdwoNUYPWa8aom
Zwn6TdsvhQRgBYxt7u9JaW2VpoINEuUGO3L9GrkVALEt+BPg2qoSRtG9HLQa/jBcy
@rmxVus+gy2yuGwnR3M0170BCFA5C1fH710f4gTDhFU40hy67DfjIM4gPGx27GXK
69ACK1LLINmknDNHNNXNGIF9g9WBwWxYODApi/i0d1lsLX29evaGlréubs+e21QkUo
KhGfGrKhzdQybjkOFcjOnnqoMgOv9h4s8gxUwpHVu3RBDmTnkgwYgdvXeié@dmod
TEFu/hJaKYa/gBqmkY3GmcfviLGudtQ6440TDQ4XXC1IulPOXHNE/+PEQqzMXpU/
YLM7mz4qibTICIPMrAmVWHINR81vS8YCxfUzDzg2PF10nFCA1Auf30TfhQYyxdIC
92qvIxOMWexWrMI5PZvGu2jJIBj1iFxDG/yDRtwbMf18KOV4bSh6SWmK9f5P7SvZg
eavLaTMM+tVM4BWIFVa/eA2TnsEgwy8pzuyReqSe6LKkCDQRj9prUARAAVIKLEVFI
YM7An1AlEtsOiwl@eUqdGCb+TwZsolWy5ivh5MS2y74eQqpy42h4FtSbAzPseNhW
Xxyis4o0AkgCRmc9+YudBXeSFAI1n+NzmXBHQD3Dc6CdcfSL5XaSvyaqgehB5DJaE4q
wxkMN4y8TyLwoLyvGiPZYPOGK5zk6Ph006+A190VNTIm3UWWdtHgOVEGK4YaNzIo
32vhI8vN52nmgYXTONgvwe/3citILGqsGqdSoxjXX64IIwSCsTQABTvmMKyz42cwR
6fdsPESsT1CdwWglx4Jh@+4hp7bqZxHdKqY1TCsqjN12IQdBXuuIssn93th5XE@c
VpI+4YTMkSLVGZ3bwj2dDVTZy@hiPUoyhQux3GRKNzYOLhXzIyB5nHXKqRcCAdgE
LFoZASiTWT004QMeI/cY7XnnIwwVrk13ZWnXN5QDohW809sS/BCMdxH7VY6UiINL
+sJ+MBMVMF6bdGUQVQH+8s3p515dNj@1QpnVFMhNlyotEqY3Qatv437kpQIgOHV1
txFmuEIzIe+hgR+MLUQ+hkQjzC8Y8LIn3ffzQDBZoCxNh1SDXJhgxYoCKVNAB+ps
YHN5B4H4XS02y1x0/SONBc9zufFgNeODcc6gXxt71vUaOxz1i8IekKViQgy5ro@h
GXTwQcFy6T6LNW6YyryGbUqYrTc2DPFVOakkAEQEAAYKECgQYAQQAJhYhBF70T+Dt
hIrQiHdjpmXh9psOCF1CBQJIj9prUAhsCBQkDWmcAAKAJEGXh9psOCF1CwXQgBBkB
CAAdFiEEhO08UZ7dx4dtRS0zCB1lpTWCuinAFAmMP2mtQACgkQCBlpTWCuinBg0OA/+
L6HQ/pnjnZo4lyy11kIT4RiKK8rTApyAS4]/WrtntH7bJZnAi77HuscUoBN26oNe
A8YQq1Zg@TEL1YL2Bn57TOjwPFVHRUbUMalwGe3cZ67g/JhwXbi2t5pstu82xLOH18
ebCv8gsRDVAG19FAurhZVWMF4aS4hqGXfuBzgv411dOkRPBSmMUt4xEdPVQYhIU®
pirrXaceSCreCip34tKz80R7dEuFciR/A1r3MCmiQmqgx619ANj951uvSLhUyBLL
BdNyFFMZOQNMNTYToFmLhw@b4MM/7NthINbuW@oEHHOO0h@jhS3h+8kDszGRZPHuU6
Kc/EQtAWLUEjQ1lh7UmmIRAe4J53Zd8n4cwNg/5VzWDTdn5bd9qGKyDiiJ86PJI8bU
26Jru@x70pDC13EKhbynXuFcHvs@2uJUnafTBNUmaZFOhKaBywbJjjpZLUvjtghQ
5X7/PT4RX15PLwebi6CZgwF1vQN47gN1F3BnJofqlW8c6Q12VUaBXa/D00OG4GK8H

What it should NOT look like:

pub rsa2048 2023-02-22 [SCEA]
EBQEQ74EEC45080F259542677DAD94EA22154EQE

d [ultimate] Nick (delete me) <nick@nick.com>

This key can do everything and does not follow RFC specifications
- https://www.ietf.org/rfc/rfc4880.txt
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What the key should look like:

rsa4096 2023-02-22 [C] [expires: 2025-02-21]
BEF44FEOED848ADB887763A665E1F69BOEABS942
[ultimate] Your Name (Any Comment, Optional) <yourEmail@domain.com>

rsa4@96 2023-02-22 [S] [expires: 2025-02-21]
rsa4096 2023-02-22 [E] [expires: 2025-082-21]

This has a separate subkey for encryption and one for signing (optional) and the top level key is
for certification
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