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Introduction

Purpose
The purpose of this document is to inform external business partners on how to properly
create OpenPGP keys to adequately secure sensitive data that is to be exchanged with Equifax.
This Technical Information Form (TIF) should serve as a point of reference for official key
creation/rotation documentation that Equifax would leverage for secure data exchange. As
cryptography standards are updated, this document is subject to change to align with industry
best practices.

Objectives & Scope
The objective of this document is to enhance the data security levels according to the latest
industry standards . To ensure PGP keys are compatible with Equifax services, client PGP keys
need to be equipped with certain elements such as key validity, sub-key validity, streamlining
the ciphers, etc.

The scope of this document is to demonstrate how to set up PGP keys locally with all the
necessary features so they meet industry best practices as well as  Equifax services. The steps
documented below include the generation of a PGP key with all the required elements,
removal of unnecessary elements, validating the final key meets requirements, and export key
to send to Equifax.
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Recommended GPG Tools
● gpg (GnuPG) 2.3.8

libgcrypt 1.10.1
Copyright (C) 2021 Free Software Foundation, Inc.

● https://gnupg.org/ for latest releases (GnuPG version 2.4.0 is latest as of Dec 2022)
● Before you perform the steps below you need the GnuPG command line tool. Normally

you don’t need administrator permissions to install the GnuPG tool. If required
administrator permissions you need to check with your system administrator.

● Browse into https://gnupg.org/download/index.html and download the latest version of
gnupg-w32-2.4.0_20221216.exe file. Install the .exe file.

● Installation steps:
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After installation you need to go to the CMD (command line) and go to the GnuPG installation
directory. Example: C:\XXX\XXXX\GnuPG\bin
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Set Capabilities
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Sign Only (Optional)
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Encrypt Only
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Key Preferences
- Prerequisite step is to run:

gpg –edit-keys <KEYID of YOURKEY>

**NOTE 3DES and SHA1 cannot be removed but they will not be used since they are last in the
preferences list
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OPTIONAL STEPS:

Revocation Cert

-------------------------- CREATE KEY -----------------------
gpg --full-generate-key --expert
Please select what kind of key you want: 8
Possible actions for a RSA key: <toggle off s and e> <q to finish>
What keysize do you want? <key size, 4096 recommended>
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Please specify how long the key should be valid. <select desired
expiration, 2y recommended>
Real name: <enter desired user name, will be used to build userid>
Email address: <enter desired e-mail, will be used to build userid>
Comment: <enter desired comment> <O to finish>

-------- EDIT KEY (add sub keys and set preferences) ----------
gpg --edit-key <KEYID>
addkey
Please select what kind of key you want: 4
What keysize do you want? <key size, 4096 recommended>
Key is valid for? <select desired expiration, 2y recommended>
Is this correct? y
Really create? y
addkey
Please select what kind of key you want: 6
What keysize do you want? <key size, 4096 recommended>
Key is valid for? <select desired expiration, 2y recommended>
Is this correct? y
Really create? y
setpref SHA512 SHA384 SHA256 AES256 AES192 AES ZLIB BZIP2 ZIP Uncompressed
Really update the preferences? y
save

----- GENERATE REVOCATION CERTIFICATE !!!!!!!!STORE SECURELY
OFFLINE!!!!!!!! -----
gpg --output <DESIRED_FILE_NAME> --gen-revoke <KEY_ID>
Create a revocation certificate for this key? y
Please select the reason for the revocation: 1
Enter an optional description; end it with an empty line: <desired
comment, blank recommended>
Is this okay? y

------------ BACKUP KEYS !!!!!!!!STORE SECURELY OFFLINE!!!!!!!!
-------------
gpg --export-secret-keys --armor <KEY_ID> > <DESIRED_FILE_NAME>
gpg --export --armor <KEY_ID> > <DESIRED_FILE_NAME>

---------------------- REMOVE CERTIFICATION PRIVATE KEY
---------------------
mkdir -p tmp/gpg
gpg --export-secret-subkeys <KEY_ID> > tmp/gpg/subkeys
gpg --delete-secret-key <KEY_ID>
Delete this key from the keyring? y
This is a secret key! - really delete? y
gpg --import tmp/gpg/subkeys
rm -Rf tmp
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----------------- EXPORT PUBLIC AND PRIVATE PEM -------------------
gpg --armor --output <DESIRED_FILE_NAME> --export <KEY_ID>
gpg --armor --output <DESIRED_FILE_NAME> --export-secret-keys <KEY_ID>

Backup PGP
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Remove the master/primary key
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Command to export and then send to EFX
NOTE:  It is Recommended (but optional) to removing master/primary for security reasons (see
previous section for instructions)

What it should NOT look like:

This key can do everything and does not follow RFC specifications
- https://www.ietf.org/rfc/rfc4880.txt
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What the key should look like:

This has a separate subkey for encryption and one for signing (optional) and the top level key is
for certification
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