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1. Introduction

1.1. What is Pretty Good Privacy (PGP)? is a tool for keeping your data safe.

1.2

1.3.

1.4.

1.5.

1.6.

1.7.

1.1.1. PGP was a popular program used to encrypt and decrypt email over the internet,
as well as authenticate messages with digital signatures and encrypted stored
files.

1.1.2. PGP now commonly refers to any encryption program or application that
implements the OpenPGP public key cryptography standard.

1.1.3. PGP allows users to encrypt (scrambles) their data so no unauthorized person is

unable to read the information.

PGP makes use of four types of keys:
1.2.1. One-time session symmetric keys
1.2.2. Passphrase-based symmetric keys
1.2.3. Asymmetric keys (public/private key pair)

How is PGP implemented at Equifax?
1.3.1. Equifax uses asymmetric PGP keys for PGP encryption/decryption.
1.3.2. PGP encryption is performed with the public key.
1.3.3. PGP decryption is performed with the private key pair for that public key.
1.3.4. Authorized users must have access to the Only you and Equifax will have access
to the decrypted (unscrambled) information.
PGP Key Requirements
1.4.1. PGP key length is 2048+ bits.
1.4.2. PGP key is created in RSA format.
1.4.3. Public PGP key block contains both primary and sub keys.
1.4.4., PGP key contains an expiration date no later than 2 years after create date.
1.4.5. AEAD feature is removed (Preferred, not Required)

PGP Encryption Requirements
1.5.1. Cipher Algorithm is AES256.

What will | learn in this PGP walkthrough?
1.6.1. You will learn to create and apply a PGP key pair that meets Equifax
requirements.
1.6.2. Import and encrypt files sent to Equifax that meet its PGP encryption
requirements.
1.6.3. Decrypt PGP encrypted files received from Equifax.

Does Equifax own, maintain, or promote Kleopatra or any other OpenPGP related
product?
1.7.1. Equifax does use OpenPGP for all client batch file level encryption/decryption.
1.7.2. Equifax does not recommend any specific OpenPGP file encryption software.
1.7.3. Equifax does suggest, however, that clients choose a software package that has
its own help desk so that you may receive support if you encounter any issues
while using the software.

IMPORTANT NOTE: Equifax does not recommend any specific File

Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may

receive support if you encounter any issues while using the software.
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2. Installation

2.1.  Download GPG4WIN from https://www.gpg4win.org/download.html, then run
the install. Select your language and Click Next.

Installer Language E]

, Flease choose a language for the setup,
Bitte die Sprache des
Installations-Yorgangs angeben,

ErE

i OK ] [ Cancel l

2.2.  When you see the screen shown below, check the ‘Kleopatra’ box. You can
uncheck the other boxes if you wish.

8 Gpgawin Setup - X I

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components to install: P_esmphon

sition your mouse

[] Browser integration

Space required: 84.9 MB

<oace [het> ] | come

2.3.  Click Next> then click Install.

Gpgdwin Setup

Choose Install Location
Choose the folder in which to install Gpg4win.

Setup will install Gpg4win in the following folder. To install in a different folder, dick Browse
and select another folder. Click Install to start the installation.

Destination Folder
Browse...
Space required: 101.0MB
Space available: 586.4G8
o cdin-3. 1.5
D <ok cancel

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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2.4,  Once setup is done, check the ‘Run Kleopatra’ box. Click Finish.

& Gpgdwin Setup -

Completing Gpg4win Setup

Gpg4win has been installed on your computer.
Click Finish to close Setup.

[ Run Kleopatra

[(Ishow the README file

Go to Gpg4win's webpage

.
< Back Finish q
[_Frsn ]| pm—

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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3. Generating a New Key Pair

3.1.  Once the setup is done, you will see this screen, click New Key
Pair. If you do not see the below screen, go to File — New
OpenPGP Key Pair...

{leopatra - [m]

View Certificates  Tools Settings Window  Help

2 B mmE® a |[= =3 a

Encrypt DecrypVerfy Import Export Cortfy  LookuponServer | Corfficgtes Notepsd  Smartcards

‘Welcome to Kleopatra Gpg4win-4.2.0

Kieopsira is a frant-end for the crypto software GnuPG,

For most actions you need sther a public key (certficate) or your ovm private key.

* The private key is needed to decrypt or sign.
« The public key can be used by cthars to verfy your identity or encrypt to you

“You can learn mere sbout this on Wikipedis.

MNeve Key Pair Import

3.2.  Screen shown below will pop-up. Enter your name and email.

™ Create OpenPGP Certificate - Kleopatra

Enter a name and/or an email address to use for the

certificate.

Hame

| Example Nams |

|:| Protect the generated key with a passphrase.

Advanced Settings...

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.




OpenPGP TUTORIAL - Kleopatra Updated 03/08/2023

3.3. Click Advanced Settings.

™ Create OpenPGP Certificate - Kleopatra X

Enter a name and/or an email address to use for the

certificate.

Hame

|Ex,ample Mame |

Email address

|Example_ema'|l@mmpany.mml |

D Protect the generated key with 2 passphrase.

Advanced Settings...

s

3.4. Under Key Materials, select RSA, check the “= RSA” checkbox, select 2,048 bits from the
two dropdowns.

™ Advanced Settings - Kleopatra >
Technical Detasils
Key Material
® gsa 2,048 bits ~
+RSA 2,048 bits v
I_) psa 2,048 bits ~
+ Elgama 2,048 bits \
() ECDSA/EDSA | =dossis ~
+ ECDH w5519 o
Certificate Usage
Signing Certification
Encrypticn |:| Auvthentication
Valid until: | 3f1/2027 R
==

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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3.5. Under Certificate Usage, check the “Signing” checkbox, check the “Valid until” checkbox,
select an expiration date that is no later than two years from the date the key pair is
being created. Click OK.

™ Advanced Settings - Kleopatra >

Technical Details

Key Materisl
@ Rrsa 2,048 bits w
+ RSA 2,048 bits e
() psa 2,048 bits
+ Elgamal | 2,048 bits

() ECDSAfEDDSA | 2425510

+ BCOH cv25519

Cerfificate Usage

Signing Certification
Encrypticn |:| Authentication

Valid until: | 3172027 b

s

3.6. You should receive the below screen showing Key Pair Successfully Created.
Click Finish.

™ Success - Kleopatra >

& new OpenPGP certificate was created successfully.
Fingerprint of the new certificate: 4106 35BC D4FE 30FA 345E 2085 SC54 OFEF 2212 57DA

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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Locating, Verifying, and Exporting Public Key

Once you finish creation of keys, you will see this screen with an entry name of

4.1.

the key you have created and double click it.

™ Kleopatra — O

File View Certificates Tools Settings Window Help

o m  m o= ®m Q S|
SignfEncrypt Decrypt/Verify =~ Import Export Certfy Lookup on Server || Certificates | Notepad Smartcards
||SEE rch..<Ak+Q= All Certificates
[3 | Al Certificates  Imported Certificates <]
Name E-Mail User-1Ds valid From Valid Until Ke):-\ID

Example Name ple_ il pany.com certified 3172024 3/1/2027 5C54 OFBF 2212 57DA

4.2. You will see the screen shown below. Click More Details....

™ OpenPGP Certificate - Kleopatra

User IDs:

Emsail MNames Trust Lavel

iexample_email@company.com

E ultimate

| Example Name

Add User 1D Flag as Primary | | Certify User 1Ds| | Show Certifications| |Revoke Certifications|  Rewoke Ussr 1D

Valid from:  3/1/2024
Vald until: 312027 | &*
Fingerprint: 4105 $5BC D4FE 30FA 345E 2086 5C54 OFBF 2212 5704 | [N

Maore Details... Updats Export Change Passphrase| | Generate Revocstion Certificats

IMPORTANT NOTE: Equifax does not recommend any specific File

Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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4.3.  You will see the screen shown below. From here you can verify the below Equifax

requirements are met. If so, click Close.
Type = RSA

Valid Until date is no later than two years after Valid From date
Strength = 2048 or higher

You see both Primary key (Primary = check) and subkey (Primary =

unchecked)
™ Subkeys Details - Kleopatra
Subkeys:
(2] Typs Valid From Valid Until Status Strength Usage Primary Storage
5C54 OFBF 2212 57DA RSA 3/1/2024 3/1/2027 good 2048 Certify, Sign ' on this computer
CF1A 22F3 AAGS 055B RSA 31,/2024 3/1/2027 good 2048 Encrypt on this computer
4.4, From the below window, click Export.
™ OpenPGP Certificate - Kleopatra x
User IDs:
Emil Marne Trust Level
example_email@company.com Example Name = ultimate
Add User ID

Flag 2= Primary | | Certify User IDs| |Show Certifications| | Revoke Certifications| Revoke User ID

Valid from:  3f1/2024

vald until: 312027 | &*

Fingerprint: 4106 9BC D4FE 30FA 345E 2086 5CH4 OFBF 2212 57DA |h

Updste Export

Change Passphrass| |Generate Revocation Certificate

IMPORTANT NOTE: Equifax does not recommend any specific File

Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may

receive support if you encounter any issues while using the software.
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4.5.  You should be able to see your public key. Copy the entire key block and Paste
the PGP Key Block into any document editor NotePad++, Word, Wordpad, etc.)
that allows you to Save As a .txt file.

™ Export - Kleopatra

Comment: User—-ID: Example Name <example email@company.com>
Comment: Valid from: 3/1/2024 9:36 AM

Comment: Valid until: 3/1/72027 12:00 PM

Comment: Type: 2,048-bit RSA (secret key available)

Comment: Usage: Signing, Encryption, Certifying User-IDs
Comment: Fingerprint: 410699BCD4FE30FA345E20865C540FBF221257DA

mOENECXhSeEBCADNEEONEgEPGFOLEBVEWECIKJgtesH3JlzGWSNER4CnWmlwVv2ZM0O
EMtmVueJuiFce600TLRrR5CSIy5auPzfDi4+fECcT72ePfecmBRME yePkB8TTDhGxIH4G
+g0IoQgnmeD417gelme/CywWSIeZ6GV/P4TLSCixekZgIwVaSgGdtMS386RAdAFEy]
hHCSDLuHS/ /pZDbBxMHI10OP2ix2BQvtz 9 zr JwM2r2 0eW2gWg+L/em1 SINLcjhvd
HEBPTJINHIRazhdsQUSU3SiTZ1lfI5KaxZ+NxI/olOovQdEXHhNAYHEMNpEAF fe Tnpad
Se6gULWECoGQLlIXcE6gT74RafYECh/ 252207 SLARBERBAAGOREVAYWlwhGUgTmF L ZSA8
Z¥XhhbX¥BsaV31bWFpbER b2 lwYWS5LmNvbT 6 JAVCEEWEIAEEWIQRBBpmE 1 P4w+jRe
ITZcVA+/ThIX2gUCZeH140IbAWUIBaO8 PWULCQgHAGTI1AgYVCgkICWIEFgIDADTe
BwIXgARKCREBCVA4/ThIXZ2gOpE/9IGWNn450fk/3TJiAzAaR0GE WeviMEB0bBIT 64k
nB8ave3KdlrFRMTVeck TWFZnd jmTp/ IERztzUIPO4 IS5 fwPG2FEVLA1DtXh6SQceGIc
/51conCB9K07cPasS9GOESPMGLT IS vp4FhC6s2V1jaXhaqudERSIKEIXwsguEvkh4E
JfMigausbhTxcgyjekwSskZzjZpkRAE6/NciRBRLh4ePCTEASVR4zkLaJRI25]JWrSGcTu
WMN7+0s07dnLgMYWOO0 Tm2vT/ QV1rHodDrRXDpvetmdmE/X0ngl4¥pl7TWOBH2 S0ch
Br4CELFOWSYrnOFzl3pGzvam¥ jriNMcuz3esSgaECglavy3vOuQENBGKXhYeEBCACE
S5UVxBSWo/kxrFaCXPbgR4Br5oMalpmfI3d7EBpxUkM1 fyNbObogIZ25P/NO3UxhkSD
miKz3e5AHsT1xglpl0tCyRINVECWGFIumd PibBZrSulxfePhd+YaUolIycvswsbd
AW EMWNUt o TEZNVETH TUXMpwPhYQBZsBepdJTBFWshVBhipltjéhnt2mCcTcl5a3yd
+sEVHErE40LZoJO0TnlHXLt4+34CVGEIJoUEGRCVEVALGHDVAIzvTROK30giFOvVeGyJ
zXiWC+goglGorWulprtnj 05/ LDGOHE verwWGs45wpAZ jt J1EBRERTONFETHI+ittk
idpSFDkSHADrHoYpF jNHAPEBAAGIATSEGAEIACYWIQRBEpmE 1P4w+iReIIZCVAL/
ThI®2gUCZeH140IbDAUJBaOE PWARCRBCVA+/ ThIXZnwpB/ JnYGH3mi41zT1gN/ Tk
M1Q€6ahwT5DoQ3gImE+NHz+Gl ShezaYhW+/ JLFoiNO/ 09W1ZFvAN3aFATaNZpVWES
NI2Tb+Xkscm2Q2 ZmkTemg5cSMbTsPfhS557T7gl $IW]DgmPQ1]z9/ PMyZME63pAKaF
EkPVEoORZIKGhLThbnBoTfhfknREvM3XAHAWZGU]+ABKzA+HE THSM4cTUnGGkxdjTe
BHRNnSZ29KSB0iS5ristMpZwnlhd 1o2X0B8Rf2mP251lmyX0gezQCgteZ8tve]jlxejcDk
yvItaJGWOHASSfSCLYUYvgwxekbCgYA4cpVEUYEZ aRokwYTEB SOmMnEyWpQ/ / cRPaRk
Cao=

=VOofwv

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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Delete all” Comment:" lines prior to saving.

IMPORTANT NOTE: Equifax does not recommend any specific File

receive support if you encounter any issues while using the software.

Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may

13

[&f *new 1- Notepad++ X
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 2 + ¥ %
sOHBRAGR shbhoeiay ez FE ST ENEDAoSFEN BB
E new1 B |
1 ~
2
3
4
=]
6
-
8
-}
10 mMQENBGXh9eEBCADNEEONKg6 PGFQbBVZWECIKIg+esH3J1 zGHSNEb4CnWmlwVvZMOD
11 KMtmVueJuiFce00TLRrRSCSIySauPzfDi+fECT7 2ePfcmBRMBye PKBTTOhGRIHAG
12 +g0IoQgnméD4lTgelmé/CywWSIes 6GV/ P4 TLIC] x6k2qIwVaSgGdtMS386AdF £y
13 hHCSDLUHS//pZ0bBxMHI10P21x2BQvtz9XzrjwM2r20eW2gig+L/eml SINLcjhvo
14 HBPTINHIRaZhdsQUSu35iT21fI5XaxZ+NxI/0lQvQdKXHhNAYH TMNpKAFfe Tnpad
15 Se6gULWECoGRLlIXceégT4RafYECh/2522¢c7 9LABEBAAGOKEVAYWIWwbGUgTMEFt2SAS
16 ZXhhbXBsZVI1bWEpbEB]b21WYWSSLmNvbT 6 JAVCEEWE IAEEWIQREBpmMS 1P4w+jRe
17 IIZcVA+/ThIX2gUCZeH14QIbAWUJBaOB PWULCQUHAGIIAGYVCOKICWIEFQIDAQIe
18 BWIXgARKCRBCVA+/ThIX2gQpB/9IGWn45Qfk/3TiAzAaR0GE JWev M3 0bBII64kx
19 n8ave3KdlrFRmTIVckTWE2nd jmTp/ IERZt zUI PO4 JSEWPG2FEVLE 1Dt XhESQCEGIC
20 /51conCBY9K07cPaS9GRESPMGL7I8vp4FhCEs2V1jaXhqud HRSIKEIXwsguEvkh4E
21 JfMigauSbTxcqgyjekwSskijZpkAe/NciRBRLh4e PCTEASVR+2zkLaJR]ZSIWESGTU
22 WMNT7+0507dnLgMYWO0 Tm2vT/QVl rHodDrRXDpve tmémK/X0ngl4¥Ypl TWQBH2900h
23 Br4CELFQWSYrnOFZ13pGzvxmXjriMcuz3esSgaECglavy3vCuQENEGXh9eEBCACT
24 SUVXBSHo/ kxrFaCXPbgA4BrSoMa8pmfI3d7BpxUkM] fyNbObogI25P/NO3UxhkSD
25 miKz3eSAHsI1xglplOtCYRINVECWGEIumd PjbBE2rSulxfePhd+YaUuolIycvswshd
26 QW EMWNUto7E2NVETX 7TUXMpWEbYQBZsEepdJTEFWsShVBhOpltj6hnt2mCTclSa3yd
27 +5KVKrK40LZoJOIn1HXLt+3+CVGI joUEGRCVEVA tG+DVA I zvTROK30gi FQuVzGyd
28 zXiWC+ggLGorWulprtnj05/LDGQHXYZrwWGs 4 SWpRZ] t JLEBRERTONFKTHI+ittk
29 idpSFDkSHADrHoYpFjNHABEBRAGJAT SEGAEIACYWIQRBBpmMB1 P4w+jReIIZCVA+/
30 IhJX2gUCZeH14QIbDAUJBA0S PWAKCREBCVAY/ ThoX2nwpB/ jnYGH3mi4izI1qN/Tk
31 M1Q6ahwT5DoQ3qImG+NHz+Gl%hezaYhW+/JLFoiNO/ 09W1ZFVAN3aFATaNZpVWES
32 NI27b+XksGm2Q2ZmkTGmgScSMbTsPEbS57T7gl9IWjDgmPQljz9/ PMyZME3pRKaF
i3 6kPVEOR21iKGhLTbnBoT fbfknREVMIXAHAWZGU  +ABKZA+HL IHSM+CTUNGGkxd] Te
34 BHRNNS529KSB0i5riseMpZwnlhdl1o2XQBKE2mP251myX0gezQCateZ8tvejLxjcDk
3s Y9taJGWQHASSfSGLYUYygwxkbCoYR4 cpVEUYE2aRokWwY TKE 0mMNKYWpQ/ / cRPaR
36 Cao=
=T} =VOofv
R END PGP PUBLIC KEY BLOCK----—-
39
4
Normal text file length: 2,122 lines: 39 Ln:2 Col:1 Sel:313|6 Windows (CRLF)  UTF-8 INS
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47.  Save as a .txt file using a file naming convention that includes your company
name PGP Key Fingerprint. PGP Key Fingerprint can be copied from Kleopatra.

™ OpenPGP Certificate - Kleopatra >
User IDs:

Email MName Trust Level

example_email@company.com Example Name = ultimate

Add User ID Flag as Primary | |Certify User IDs| |Show Certifications| | Revoke Certifications| | Rewvoks User ID
Valid from:  3/1/2024

valid until:  3jy2027 | 2*

Fingerprint: 4106 $5BC D4FE J0FA 345E 2086 5C54 OFBF 2212 S7DA D

Mors Details,. Updats Export Changs Passphrass| |Generate Revocation Certificate
Closa
| L] Save As e
Organize ~ New folder = - o

# Quick access

W Computer Name:
# 3D Objects
I Desktop
“i| Documents
¥ Downloads
i D Music
= Pictures
!: Videos
.9 Windows (C)

W Network

File pame: . Example_Company_PGP_Fingerprint_410699BCD4FE30FA345E20865C540FBF221257DA

Save as type: Normal text file (*.bd)

.~ Hide Folders Append extension Save Cancel

4.8.  Forward the key to your Equifax MFT point of contact as an email
attachment.

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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5. Exporting and Backing Up Private Key

NOTE: Keep your private key secret, NEVER share a private key!!! However, it's recommended
by Kleopatra developers to back up your private key, in case of computer failure, theft or
accidental deletion.

5.1. Right click on the PGP key entry, then click Backup Secret Keys...

Certify... - O X
Revoke Certification...

L it B B B Q Trust Root Certificate
Sign/Encrypt Decrypt/Verify = Import Export Certfy  Lookup on Server Distrust Root Certificate

Change Certification Power...

™ Kleo patra

[ &

Eile View Certificates Tools Settings  Window Help

0| a cErﬁ-rmE Imported Certificates Change End of Validity Period... o
E-Mail User-IT Change Passphrase...

example_email @company.com certified Add User ID...

]

Revoke Certificate...
Delete Del

m

= Export... Ctrl+E
Backup Secret Keys...

Print Secret Key...
Publish on Server... Ctrl+Shift+E

il

B
+

1=

Details

5.2.  Click the folder icon, then choose file name and saving
location.

™ Secret Key Backup X

« v 1 v O | Search Screenshots r

Organize ~ Mew folder = -

)
3 Quick access
@ Document
¥ Download #
| Pictures A
J’ Music Keys
Screenshots

TXTs

m Videos

5 This PC

W

File name: | Example_Mame_0x221257DA_SECRET.asc w

Save as type: | Secret Key Files (*.asc *.gpag *.pap) ~

» Hide Folders Cancel

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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6. Importing a Public Key

6.1.  To send Equifax an encrypted file, you must import and certify both the Equifax
SFG UAT PGP Key and SFG PRD PGP Key. Equifax should provide you the keys
as email attachments. Download both keys from your email and save on your
local drive.

6.2.  GotoKleopatra File Import...
ﬂKIeopatra —

Eile View Certificates TJools Settings  Window Help

= New OpenPGP Key Pair... Ctrl+N O\ El ﬂ
&= Mew S/MIME Certification Request... on Server | Cartficates Motepad  Smartcards
Q, Lookup on Server... Ctrl+Shift+1
B Import... Ctrl+l Import a certificate from a file | A ES=E
E=  Export... Ctrl+E -
User-10s Valid From Valid Until Key-1D

= Backup Secret Keys...
) : certified 3/1/2024 3/1/2027 5C54 OFBF 2212 57DA
= Print Secret Key... B

&=L Publish on Server... Ctrl+Shift+E

&  Decrypt/Verify...
[& Sign/Encrypt...
Sign/Encrypt Folder...

Create Checksum Files...
Verify Checksum Files...

Close Ctrl+W

B Quit Ctrl+Q

6.3.  Go to the directory where you saved the keys and select them. Change the
file type to any type in order to view the keys.

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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64, (ClickOpen.

™ Select Certificate File X
1+ v U Search Keys R
Organize ~ New folder = W @
Name Date modified Type Siz
3 Quick access
. & equifax_MFT_PRD_Public_PGP_OxF48B2A8C_Exp_04202026.asc  2/29/2024 1:44 PM OpenPGP Text File
Documents
30 oad & equifax_MFT_UAT_Public_PGP_OxBIF317AF_Exp_04202026.asc  2/29/2024 1:44 PM OpenPGP Text File
ownloads
8 Example_Name_0x221257DA_SECRET.asc 3/1/2024 10:15 AM OpenPGP Text File
&= Pictures
Keys
b Music
Screenshots
TXTs
= This PC
¥ Network
< >
File pame: |equifax_MFT_UAT_Public_PGP_0xBIF317AF_Exp_04202026.asc \f| Any files (%) >

6.5.  Click Certify.
™ You have imported a new certificate (public key) - Kleo... X
In order to mark the certificate as valid #t needs to be certified.
Certifying means that you check the Fingerprint.
Some suggestions to do this are:
A phone call to the person.
Using a business card.
Confirming it on a trusted website.

Do ywou wish to start this process now?

I:l Do not ask agsin

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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6.6.  Click Certify again.
™ Certify Certificate: EFX MFT PGP UAT 2026-04-20 - Kleopatra

Verify the fingerprint, mark the user IDs you want to certify, and select the key you want to certify the user 1Ds with.
Note: Only the fingerprint claary identifies the key and i owner.

Eingerprint: 0OF83 6951 0463 08ED D401 FEO9 F2D3 C3F4 B9F2 17AF

| Certify with: m Example Name <example_email@company.com:= {certified, created: 3/1/2024) b

EFX MFT PGP UAT 2026-04-20 < mftsupport@equifax.com:>

’ Advanced

" Certify ) ancel

6.7.  Repeat steps 6.1 - 6.5 as needed.

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may

receive support if you encounter any issues while using the software.
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7. Encrypting Files Sent to Equifax

7.1.  Go to Settings — Configure Kleopatra — GnuPG System — S/MIME. Ensure “Use
cipher algorithm NAME" is AES256. If not, Type AES256 in the free text field and
click OK.

™ Configure - Kleopatra

GnUPG System
E OpenPGP S/MIME Private Keys Mebriork Smartcards Public Keys
Directory Services ~
& Options controlling the security
‘ |:| Newer consult 2 CRL
Appearance D “enable-crl-chacks"
[] oo net check CRLs for roct certificates
ﬂ D Check validity using OCSP
Crypto Operations [] e net check certificate poiicies
6 Use cipher algorithm NAME |A5256
S/MIME Validation default_pubkey_zlgo RSA-3072
Options contralling the configuration
& — | |
Smart Cards Number of certificates to include |—2 = |
ﬂ “compliance”™ | |
GnuPG System Opticns controlling the diagnostic cutput
Verboss |0 - |
[] B= somevihat mors quist
D "no-greeting”
Set the debugging level to 0 - None bl W
) Reset [2 Defauits 0K &) Cancel " Apply 5 Belp
7.2.  From the home screen, click Sign/Encrypt....
o] Kleopatra - —-____I]
File View Certificates Tools Settings Window Help
o BEom = B Q 5 m
Sign/Encrypt  Jecrypt/Verfy | Import Export Certfy Lookup onServer || Cerfificates | Motepad Smartcards
Search...<Alt+Q> All Certificates
[ | A&lCertficstes  Imported Certificstes  Imported Certificates []
MName E-Mail User-IDs Valid From Walid Until Keg,:l
Example Name ple_email@company.com certified  3/1/2024 3/1/2027 5C54 OFBF 2
£ >

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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7.3.  Select the file you want to encrypt and click Open.

™ Select One or More Files to Sign and/or Encrypt

“— v ~ Q) | Search Kleopatra TIF
Organize ~ New folder = ~ [
Name Date modified Type Size
3 Quick access
Keys Fingerprints 3/1/2024 10:28 AM File folder
8 This PC Screenshots 3/1/2024 10:27 AM File folder
B 3D Objects Example File.txt 3/1/2024 10:28 AM Text Document 1KB
I Desktop
Documents
¥ Downloads
b Music
& Pictures
i Videos
9 Windows (C)
¥ Network
File name: | Example File.oxt v| Al Files ¢ v|
| Open | | Cancel |

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may

receive support if you encounter any issues while using the software.

20



7.4.

OpenPGP TUTORIAL - Kleopatra Updated 03/08/2023

From the below screen, uncheck “Sign as”, uncheck “Encrypt for me”, check
“Encrypt for others”, click on the people icon to the right and select the public
key you want to use for encryption.

™ Sign/Encrypt Files - Kleopatra

Sign [/ Encrypt Files

Prowe authenticity (sign)

D Sign as: m Example Name =example_smail@company.com: [certified, created: 3/1/2024)
Encrypt
D Encrypt for me: u Example Name <example_email@company.com:= [certified, created: 3/1/2024)

3l 200ress, ..,

Encrypt for others: IE Please enter & name or emai

D Encrypt with password. Anyone you share the password with can read the data,

Cutput

Please select an action,

D Encrypt [ Sign each file separately.

4

%

IMPORTANT NOTE: Equifax does not recommend any specific File

Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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7.5.  Click Encrypt.
™ Sign/Encrypt Files - Kleopatra X

Sign [/ Encrypt Files

Prowe authenticity (sign)

D Sign as: m Example Name =example_smail@company.com: [certified, created: 3/1/2024) R
Encrypt

D Encrypt for me: u Example Name <sxample_smail@company.com= (certified, created: 3/1/2024) e
Encrypt for others: m Example Name <example_email@company.com> (certified, DpenPGP,| Ig

I__m Please enter 3 name or email address... |

D Encrypt with password, Anyone you share the password with can read the data,

Cutput

Cutput files/folder:

ﬂ | [Example File.bdt.gpg q |

D Encrypt [ Sign each file separately.

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.

22



OpenPGP TUTORIAL - Kleopatra Updated 03/08/2023

8. Decrypting Files Sent from Equifax
8.1.  Once you receive the file that Equifax encrypted with the public PGP key
you provided, ensure the file has a .pgp, .PGP, .gpg, or .GPG file
extension.

8.2. Go to Kleopatra and click Decrypt/Verify...

ﬂKIenpatra -
File  Wiew Certificates Tools Settings Window Help

k2 i = B = Q = B &

SignfEncrypt  Decrypt/Verify Import Export Certfy  Lookup on Server Certificates  Mgtepad  Smartcards

Search..<Al+Q> All Certificates

[¥| AlCertficstes  Imported Certficstes  Imported Certificates

Hame E-Mail User-10s Valid From Valid Until Ke;lD
Example Name le_email @« om certified  3/1/2024 3/1/2027 5C54 OFBF 2212 57DA

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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8.3.  Select your encrypted file and click Open.

™ Select One or More Files to Decrypt and/or Verify

1+ » This PC > Documents > Kleopatra TIF > ~ Q) | Search Kleopatra TIF
Organize ~ New folder =~ [
Name Date modified Type Size
3 Quick access
Keys Fingerprints 3/1/2024 10:28 AM File folder
8 This PC Screenshots 3/1/2024 10:34 AM File folder
_# 3D Objects Example File.txt 3/1/2024 10:28 AM Text Document 1 KB
I Desktop & Example Filetxt.gpg 3/1/2024 10:34 AM OpenPGP Binary Fi... 1KB
Documents
¥ Downloads
b Music
& Pictures
i Videos
9 Windows (C)
¥ Network
File pame: |Example File.txt.gpa ~ | |AII Files (*) > |
| Open | | Cancel |

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may

receive support if you encounter any issues while using the software.
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8.4.  Once you see the success screen below, click Save All. The decrypted file will be

located in the designated folder where the original file was saved.

™ Decrypt/Verify Files - Kleopatra

Cutput folder: |

All operations completed.

I -

Bxample File.bd.gpg — Example File.bd: Decryption succeeded.

Embedded file name: 'Example%20File.td’

Note: You cannot be sure who encrypted this message as it is not signed.
Recipient: BExample Name <example email@company.com> (5C54 OFBF

2212 57DA)

Show Audit Log

saverl | |

Discard

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may

receive support if you encounter any issues while using the software.
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