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1. Introduction

1.1. What is Pretty Good Privacy (PGP)? is a tool for keeping your data safe.

1.2

1.3.

1.4.

1.5.

1.6.

1.7.

1.1.1. PGP was a popular program used to encrypt and decrypt email over the internet,
as well as authenticate messages with digital signatures and encrypted stored
files.

1.1.2. PGP now commonly refers to any encryption program or application that
implements the OpenPGP public key cryptography standard.

1.1.3. PGP allows users to encrypt (scrambles) their data so no unauthorized person is

unable to read the information.

PGP makes use of four types of keys:
1.2.1. One-time session symmetric keys
1.2.2. Passphrase-based symmetric keys
1.2.3. Asymmetric keys (public/private key pair)

How is PGP implemented at Equifax?
1.3.1. Equifax uses asymmetric PGP keys for PGP encryption/decryption.
1.3.2. PGP encryption is performed with the public key.
1.3.3. PGP decryption is performed with the private key pair for that public key.
1.3.4. Authorized users must have access to the Only you and Equifax will have access
to the decrypted (unscrambled) information.
PGP Key Requirements
1.4.1. PGP key length is 2048+ bits.
1.4.2. PGP key is created in RSA format.
1.4.3. Public PGP key block contains both primary and sub keys.
1.4.4., PGP key contains an expiration date no later than 2 years after create date.
1.4.5. AEAD feature is removed (Preferred, not Required)

PGP Encryption Requirements
1.5.1. Cipher Algorithm is AES256.

What will | learn in this PGP walkthrough?
1.6.1. You will learn to create and apply a PGP key pair that meets Equifax
requirements.
1.6.2. Import and encrypt files sent to Equifax that meet its PGP encryption
requirements.
1.6.3. Decrypt PGP encrypted files received from Equifax.

Does Equifax own, maintain, or promote Kleopatra or any other OpenPGP related
product?
1.7.1. Equifax does use OpenPGP for all client batch file level encryption/decryption.
1.7.2. Equifax does not recommend any specific OpenPGP file encryption software.
1.7.3. Equifax does suggest, however, that clients choose a software package that has
its own help desk so that you may receive support if you encounter any issues
while using the software.

IMPORTANT NOTE: Equifax does not recommend any specific File

Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may

receive support if you encounter any issues while using the software.
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2. Installation

2.1.  Download GPG4WIN from https://www.gpg4win.org/download.html, then run
the install. Select your language and Click Next.

Installer Language E]

, Flease choose a language for the setup,
Bitte die Sprache des
Installations-Yorgangs angeben,

ErE

i OK ] [ Cancel l

2.2.  When you see the screen shown below, check the ‘Kleopatra’ box. You can
uncheck the other boxes if you wish.

8 Gpgawin Setup - X I

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Description
Position yo
era

Select components to install:

r Mouse

[] Browser integration

Space required: 84.9 MB

<oace [het> ] | come

2.3.  Click Next> then click Install.

Gpgdwin Setup

Choose Install Location
Choose the folder in which to install Gpg4win.

Setup will install Gpg4win in the following folder. To install in a different folder, dick Browse
and select another folder. Click Install to start the installation.

Destination Folder
Browse...
Space required: 101.0MB
Space available: 586.4G8
o cdin-3. 1.5
D <ok cancel

2.4,  Once setup is done, check the ‘Run Kleopatra’ box. Click Finish.

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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& Gpgdwin Setup -
Completing Gpg4win Setup

Gpg4win has been installed on your computer.
Click Finish to close Setup.

[ Run Kleopatra

[(Ishow the README file

Go to Gpg4win's webpage

< Back Finish Q
[_Frsn ]| pm—

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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3. Generating a New Key Pair

3.1.  Once the setup is done, you will see this screen, click New Key
Pair. If you do not see the below screen, go to File — New
OpenPGP Key Pair...

= Klppri - [u] )
Sk Ve Cauaesl ek magl Wadsw  Hep

H & R = E Q ®
g Meuyed Dworosiiebe. ewrl [T R e N

Welcors b Kisopstra Gegdwn 1,115

LT @ S B TR P

P e B s P P B Eab e SRR | 0 e B e

= Thy i s b i Sy
= Tha pusie bory rar i s =y by i gy SR B ST W

T v e —rn sl (-

= =

g iy B

3.2.  Screen shown below will pop-up. Enter your name and email.
= = ==

== |—.1

r ™ Create OpenPGP Certificate - Kleopatra ? X

| Enter a name and/or an email address to use for L
the certificate.

- Name E

‘Example Name ‘

Email address

‘ example_email@company.com| ‘

] Protect the generated key with a passphrase.

Advanced Settings...

3.3. Click Advanced Settings.

== ~ == =1
o ™ Create OpenPGP Certificate - Kleopatra ? X

Enter a name and/or an email address to use for
the certificate.

| Example Name ‘

Email address

| exampleﬁemail@company.com| ‘

[J Protect the generated key with a passphrase.

' Advanced Settings... ‘

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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3.4. Under Key Materials, select RSA, check the “= RSA” checkbox, select 2,048 bits from the
two dropdowns.

™ Advanced Settings - Kleopatra ? X

Technical Details

| ~

Key Material

® RSA 12,048 bits v |
} + RSA 12,048 bits - :

O DSA 2,048 bits r
+ Elgamal | 2,048 bits
1 (O ECDSA/EdDSA  ed25519

+ ECDH cv25519

Certificate Usage

Signing Certification
Encryption [ Authentication
Valid until:  3/2/2025 -]

| oK Cancel \

3.5. Under Certificate Usage, check the “Signing” checkbox, check the “Valid until” checkbox,
select an expiration date that is no later than two years from the date the key pair is
being created. Click OK.

™ Advanced Settings - Kleopatra ? X
3

Technical Details

1 Key Material =

@® RSA 2,048 bits v |
w + RSA 2,048 bits > -
1 O DSA 2,048 bits r

+ Elgamal | 2,048 bits
1 O ECDSA/EADSA  ed25519

+ ECDH cv25519

Certificate Usage

Signing Certification
Encryption ] Authentication
valid until: | 3/2/2025 “]
| ‘ OK | Cancel |

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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3.6. You should receive the below screen showing Key Pair Successfully Created.
Click Finish.

Key Pair Creation \Wizard

*  Key Pair Successfully Created

AT

Yiour rarey bay par s crested ool by, Mans bed detedy on fa oo end sore wipgested red
stnpn ko

LT

iy g conated soccasshlly.
Fingerprnt: AT541A0TIB8E) 1554553 DA00F FAOESIRCIRA]

Pt Bhege
Makce s Back i OF Your Ky Far.
| Sarel Buiblic Ky By M. |

Upioged Pubie Gy To Dieechorny S vaDE..

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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4. Locating, Verifying, and Exporting Public Key

4.1.  Once you finish creation of keys, you will see this screen with an entry name of
the key you have created and double click it.

 Kleopatra - [m] X

| File View Certificates Tools Settings Window Help 1
ta & R B B Q E B

Sign/Encrypt Decrypt/Verify — Import Export Certify Lookup on Server  Certificates Notepad Smartcards

| [bearch...<alt+Q> Al Certificates -
3 Al Certificates

Na’me E-Mail User-IDs  Valid From  Valid Until
Example Name example_email@company.com certified 3/2/2023 3/2/2025 9(

certified 2/28/2023 2/28/2025 C(

certified 2/28/2023 2/28/2025 2(
certified 3/1/2023 3/1/2025 3i{

4.2. You will see the screen shown below. Click More Details....

 OpenpGP C
{ User IDs:

Email Name Trust Level
\ example_email@company.com Example Name ultimate

Add User ID | Flag as Primary  Certify User IDs  Show Certifications  Revoke Certifications Revoke User 1D

Valid from:  3/2/2023
Valid until:  3/2/2025

Fingerprint: 2B08 835D FA27 9AF4 7134 57C3 9C63 0524 824A CF3E | [
More Details... | Update Export Change Passphrase  Generate Revocation Certificate

Close

4.3.  You will see the screen shown below. From here you can verify the below Equifax
requirements are met. If so, click Close.
Type = RSA
Valid Until date is no later than two years after Valid From date
Strength = 2048 or higher
You see both Primary key (Primary = check) and subkey (Primary =

unchecked)

- 5 .
. Subkeys:
| D Type Valid From Valid Until  Status Strength Usage Primary  Storage
; 9C63 0524 824A CF3E RSA  3/2/2023  3/2/2025 good 2048 Certify, Sign v on this computer
1 | 671E98EC F8O9A9CBE RSA 3/2/2023  3/2/2025 good 2048 Encrypt on this computer
|

I Close

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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4.4, Frpm‘tvhgbelow Win_q_pyy, gligk Export.

User IDs:
Email Name Trust Level l
example_email@company.com Example Name ultimate

Add User ID | Flag as Primary  Certify User IDs  Show Certifications | Revoke Certifications ~Revoke User ID

Valid from: 3/2/2023

Valid until:  3/2/2025 = &
Fingerprint: 2B08 835D FA27 9AF4 7134 57C3 9C63 0524 824A CF3E [
More Details... Update | Export Change Passphrase  Generate Revocation Certificate

Close

4.5.  You should be able to see your public key. Copy the entire key block and Paste
the PGP Key Block into any document editor NotePad++, Word, Wordpad, etc.)
that allows you to Save As a .txt file.

™ Export - Kleopatra ? *
77777 ESCIN 0GB DUSLIC KEY BLOCK-———-

Gonmenc: User-1D Exemple Yeme <emample_emsilgcompeny.comr

Commers: Valid fzom:  3/2/2023 3:18 B

Commers: Valid wncsl:  3/2/2025 12:00 B

Comment: Type: 2,048-bit RSA (secret key available)

Commenc: Tzage Signing, Encrypsion, Cercifying User-Ibs

Gonmerc: 47133

1505TLEREAKNEL
1

TEWVEGE IbEIDATET

5

3SKITMAYYL]

EFQIDAQH:

4£64p3WCTIRE10nhg L FAuAV,/ S T0LILaCT+ YKZn YORGERD £ Balt/ GpLze 2506
258,

RN 3
UDIrrENgET
3 21N10p38v3 1 152801 XDOTD
e
os30BER: 750
a 1
K
71T
5
psL Fageoaal:
FEQUIQrsqTY L ——
¥zoz
=nzrs

77777 END PGP UBLIC KEY BLOCE-——-

E——

4.6. Delete all" Comment:” lines prior to saving.

1 *new 1 - Notepad++ — [n] X

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ? v
cHHB B 4DhRioe(ay % EBE 51 FRERACS BENEE
Enow 1 6|

ot For PULIC KEY SO
s RoCoime  Drermile Mot ST CrmuliTrnyeETT
Comment: Valid from: 3/2/2023 3:19 PM
Comment: Valid until: 3/2/2025 12:00 PM
Comment: Type: 2,048-bit RSA (secret key available)
ot G oy, Eoaiin, Gty Guaram
e Snrarises

1 1S09T1BXtAKN6EL =
+a 79UXEt/eAT6nEDNI 6 VBa: Tefl
g 0FbLrABNKE
T 771 €WOATM/ UWOF TX04SpRYSS
5 4x1FsWRNT: hN 1) 3
TZ1M183/ASK1 T 3HHUg TmEZSA8
PoES; 1
TiAgYVCGKICWIEFGTDAQTE
ayNMB/29ctbhf6vCY
VElSokutcHgh
4£64p3HCTIPELONhgT £AUAV/ £2kTOLIL eeta/
gt 3 1aeUGYFVALP7a1pB23p1ERY
£V49kaBh0QXCIVCqLTZNTRaNKbAQ1 TOTaHWYNSHBFZLG4RWDO1 5102 8NS T INZY TR

W 41%DV1]

%01Ni8/! T 3 1RSbEA
b2ZpYD/SIQRa1SgZubTCYCEOS3 21N19p3sv] lePachso) EMucaT215CeBQ3 kDOTD
T2WW6uS 1 FWIb1GE /X3GVYnzvy

0tjOPhRXT +yLJuponil 7
Eni3HDIBE+0A7Ly:
TACYWIQOTCT)
a T
WgWEB2x1L 3GB25imETLSCVA61KpUbUGUT11D

h2iN4dSug+x
VE£XzReBO/d0A0QOAPU3 q/NbewC K2/ t0qzDMYh4 33bTO4ayOn 3 nH4QaEREWEVE
NPS13GVCE/C2LLENNSPDP21WN4GB] OUOHOKVD I+ IFBGE0auIrGSS1aty/ INRKOKW
fEQNIQrSgTYA] L 1£FywpRGme
&Toz

=W2rB

length : 2,120 lines : 38 In:2 Col:1 Sel:313|6 Windows (CRLF) ~ UTF-8 IN

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.




OpenPGP TUTORIAL - Kleopatra Updated 03/08/2023

47.  Save as a .txt file using a file naming convention that includes your company

(o]
¢ User IDs:
Email Name Trust Level
example_email@company.com Example Name % ultimate ‘

Add User ID  Flag as Primary | Certify User IDs  Show Certifications = Revoke Certifications  Revoke User ID

Valid from: 3/2/2023

Valid until:  3/2/2025 &
Fingerprint: 2B08 835D FA27 9AF4 7134 57C3 9C63 0524 824A CF3E | [y
More Details... Update Export Change Passphrase  Generate Revocation Certificate

Close

";J Save As X

&« ~ 4 I » Computer Name: ATL100000843159 » Desktop v U O Search Desktop

Organize ~ New folder = (7]
[ Desktop o} Name

r -
SE———

Date modified Type Siz
< Text Document

_ Text Document

v = Computer Name: = —— - Text Document

¥ 3D Objects

[ Desktop

|5] Documents

4 Downloads

h Music

== Pictures

m Videos

9 Windows (C)

File name: | Example_Company_PGP_Fingerprint_2B08835DFA279AFA713457C39C630524824ACF3E ~

Save as type: Normal text file (*.txt)

A~ Hide Folders [] Append extension Cancel

4.8.  Forward the key to your Equifax MFT point of contact as an email
attachment.

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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5. Exporting and Backing Up Private Key

NOTE: Keep your private key secret, NEVER share a private key!!! However, it's recommended
by Kleopatra developers to back up your private key, in case of computer failure, theft or
accidental deletion.

5.1.  Right click on the PGP key entry, then click Backup Secret Keys...

5.2.  Click the folder icon, then choose file name and saving

location.
- I
F
7 W Tei A
P — - 0
o Tusce gt
sl [opifux Sagreamisiice OB 1401 peobd: (o
. B E .L L
& (eraniH - -
DT
= Fown
e
Efad
-l i
r A
Folt piwrmy (ol iy LB LA RECRET 5 1

v e Decert Ky Pl Mo 'geg tegal

~ Her foiden

= e e T i e R i )

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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6. Importing a Public Key

6.1.  Tosend Equifax an encrypted file, you must import and certify both the Equifax
SFG UAT PGP Key and SFG PRD PGP Key. Equifax should provide you the keys
as email attachments. Download both keys from your email and save on your
local drive.

6.2. GotoKleopatra File Import...

L Ll BEE L 1)
[y [I S '
R B F [ F = =T =
g R = | i | e S—
L . L= o i
. I.ll::. AR - U S = E—
T vk e el i o verilend ATEEEND LS OB
F O i o e e ]
a :-:'T'\--_'I.
e e
..ﬁ‘ =
_ ] r|' i - LITE® W NiTFE ET LTS E R

6.3.  Go to the directory where you saved the keys and select them. Change the
file type to any type in order to view the keys.

6.4. Click Open.

® (leopata -~
M Select Certificate File X
1 ¥ > ThisPC > Downloads v 0 O Search Downloads @ Eﬁa
Bemz New folder E- m 0 Notepad Smartcards

mCircles 2023

SFG PRD Activity

Name

~

L All Certificates

~ Today (1)
= This PC “ L
B 3D Objects “ Yesterday (9) User-IDs  Valid From Valid Until
[ Desktop M certified 3/2/2023 3/2/2025 9(
= Documents 8 equifax_DXS_UAT_PGP_Key_ID_0xB427CDOA_Exp_04_15_2024 (1).asc certified 2/28/2023 2/28/2025 Cl
¥ Downloads it — Pl certified 2/28/2023 2/28/2025 2(
D Music _—" - = certified 3/1/2023 3/1/2025 3!
&) Pictures CR—————
B videos B .
29 Windows (C) ﬂ v
v < >
File name: |equifax_DXS_UAT_PGP_Key_ID_0xB427¢ v] Any files (%) v
Cancel
>

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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6.5.  Click Certify.

™ You have imported a new certificate (public key) - Kleopatra ? X

In order to mark the certificate as valid (green) it needs to be certified. |

N Certifying means that you check the Fingerprint. i
e Some suggestions to do this are:

A phone call to the person.

w

Using a business card.
Confirming it on a trusted website.
Do you wish to start this process now?

[] Do not ask again

o] Oom

6.6.  Click Certify again.

™ Certify Certificate: Equifax MFT UAT PGP Key Expires 04-15-2024 mftsupport@equifax.com - Kleopatra

Verify the fingerprint, mark the user IDs you want to certify, and select the key you want to certify the user IDs with.
Note: Only the fingerprint clearly identifies the key and its owner.

Fingerprint: 10DC B47D 20C2 2F4E 46AD 27E8 8468 2D6E B427 CDOA

Certify with: | [ ——— (cc: ificd, created: 2/28/2023) -

Equifax MFT UAT PGP Key Expires 04-15-2024 mftsupport@equifax.com

) Advanced

© coe

6.7.  Repeat steps 6.1 - 6.5 as needed.

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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7. Encrypting Files Sent to Equifax

7.1.  Go to Settings — Configure Kleopatra — GnuPG System — S/MIME. Ensure “Use
cipher algorithm NAME" is AES256. If not, Type AES256 in the free text field and
click OK.

 Configure - Kleopatra ? X
GnuPG System
A=
B-= OpenPGP S/MIME Private Keys Network Smartcards Public Keys
Directory Services
~
[ ' Options controlling the security
[ Never consult a CRL
Appearance
PP [ "enable-crl-checks"
b n [ Do not check CRLs for root certificates
Crypto Operations [ Check validity using OCSP
G [ Do not check certificate policies )
o Use cipher algorithm NAME AES256
S/MIME Validation
"default_pubkey_algo" RSA-3072
Q Options controlling the configuration
Smart Cards "faked-system-time"
ﬂ Number of certificates to include -2 =
GnuPG System Corblanes
Options controlling the diagnostic output
Verbose 0 S
[J Be somewhat more quiet
v

) Reset [® Defaults © cancel  Apply I Help

7.2.  From the home screen, click Sign/Encrypt....
 Kleopatra - o X
File View Certificates Tools Settings Window Help

fa i R B B Q El =

Sign/Encrypt  Decrypt/Verfy ~ Import Export Certify Lookup on Server  Certificates Notepad ~Smartcards

Search...<Alt+Q> | | Al Certificates -
[ Al Certificates

Name E-Mail User-IDs  Valid From  Valid Until
Equifax MFT UAT PGP Key Expires 04-15-2... certified  2/3/2022  4/15/2024 8¢
Example Name example_email@company.com certified 3/2/2023 3/2/2025 9
- — S —— certified 2/28/2023 2/28/2025 C|
EEE——— e certified 2/28/2023 2/28/2025 2!
<M — R G—— certified 3/1/2023  3/1/2025 3!

7.3.  Select the file you want to encrypt and click Open.

[ ]

 Select One or More Files to Sign and/or Encrypt X
< v 1 [H > ThisPC > Documents v U £ Search Documents I‘il
Organize ~ New folder =- m @ Notepad S

~

Date modified

# Quick access
|5 Documents
¥ Downloads

Name
.,
= Pictures S 1 /6/2023 10:21 AM

1/6/2023 1:49 PM

I Desktop |1 ExampleCompany_Tst_File.txt 2/24/2023 11:35 AM

R

R,

= This PC

3D Objects

[ Desktop v < >
File name: |ExampleCompany_Tst_File.txt ~ | |AllFiles (*) ~

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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7.4.  From the below screen, uncheck “Sign as”, uncheck “Encrypt for me”, check
“Encrypt for others”, click on the people icon to the right and select the public
key you want to use for encryption.

| @ sign/Encrypt Files - Kleopatra

! sign / Encrypt Files P
Prove authenticity (sign)
[ sign as: SRt tified, created: 3/1/2023)

£ Encrypt

| [ Encrypt for me: e SRS (c-:tified, created: 3/1/2023)

.i Encrypt for others: m Please enter a name or email address... 2
J
1 9
1| )
H ]
bl ]
|
[[J Encrypt with password. Anyone you share the password with can read the data.
Output
Please select an action.
[C] Encrypt / Sign each file separately.
F
Next Cancel L
7.5.  Click Encrypt.
£ ™ Sign/Encrypt Files - Kleopatra ? X
> - -
4 sign / Encrypt Files
Prove authenticity (sign)
[ sign as: MFT Customer Enablement <mft.project@equifax.com> (certified, created: 3/1/2023)
yE Encrypt
| [ Encrypt for me: MFT Customer Enablement <mft.project@equifax.com> (certified, created: 3/1/2023)
“‘ Encrypt for others: [Equifax MFT UAT PGP Key Expires 04-15-2024 mftsupport@equifax.com (certified, OpenP¢ |8
m Please enter a name or email address... ‘ 2
u
a
2q
g
F
[C] Encrypt with password. Anyone you share the password with can read the data.
Output
Output files/folder:
n ‘WDocumens/ExampleCompanyﬁTsthiIe.txt.pgp <a ‘ &
[7] Encrypt / Sign each file separately.

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.
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8. Decrypting Files Sent from Equifax

8.1.  Once you receive the file that Equifax encrypted with the public PGP key
you provided, ensure the file has a .pgp, .PGP, .gpg, or .GPG file
extension.

o« o ST I

8.2.  Go to Kleopatra and click Decrypt/Verify...

cates Tools Settings Window Help

2 R B8 =B Q El %)
Sign/Encrypt  Decrypt/Verify — Import Export Certify Lookup on Server  Certificates Notepad Smartcards |
[Search...<Alt+Q> | Al Certificates =
3 Al Certificates
NaAme E-Mail User-IDs  Valid From  Valid Until
Equifax MFT UAT PGP Key Expires 04-15-2... certified 2/3/2022  4/15/2024 8
Example Nam example_email@company.com certified 3/2/2023 3/2/2025 9(
T i certified 2/28/2023 2/28/2025 C|
aEEE— . certified 2/28/2023 2/28/2025 2
ahiiiifanontasislemmnt, EEEE———— certified 3/1/2023 3/1/2025 3!

8.3.  Select your encrypted file and click Open.

™ Select One or More Files to Decrypt and/or Verify X
- T > This PC > Documents v 0 £ Search Documents
Organize ~ New folder = m @ |
~
‘ A Name Date modified L
=l - 2/8/2023 9:223 AM F
% This PC 2/6/2023 9:04 AM L
J 3D Objects 2/23/2023 3:15 PM
9 Deskiop TRy (/2023 1021 AM
£ ExampleCompany Tst_File.txt.pgp 2/24/2023 11:35 AM
Documents
. 1/6/2023 1:49 PM
4 Downloads
15 Music
&= Pictures
ﬁ Videos
&9 Windows (C)
v < >
File name: |ExampleCompany_Tst_File.txt ~ ‘ All Files (*) b

ezl

8.4.  Once you see the success screen below, click Save All. The decrypted file will be
located in the designated folder where the original file was saved.

(o] Decrypt/Verify Files - Kleopatra ?

Output folder: |C:/Usersfjacquita.davenport/Desktop a ™M

All operations completed.

100%

mailbox-2018-03-13-15-21-13.64845.2ip.pgp — mailbox-2018-03-13-15-21-13.64845.zip: Decryption
succeeded.

Note: You cannot be sure who encrypted this message as it is not signed.

‘ Save Al Discard

IMPORTANT NOTE: Equifax does not recommend any specific File
Encryption Software. We do suggest, however, that you choose a software package that has its own help desk so that you may
receive support if you encounter any issues while using the software.




